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A public policy perspective of the Dark Web
Michael Chertoff

The Chertoff Group, Washington, DC, USA

ABSTRACT
The Dark Web is at the centre of the debate over whether online
anonymity should be maintained in spite of the illegal activity
that it enables. Policy-makers must gain an understanding of the
Dark Web in order to engage intelligently in the debate and enact
effective Dark Web policy. This paper aims to provide context and
policy recommendations pertaining to the Dark Web based on
open-source research. The Dark Web’s complete history, from its
creation to the latest incidents of government intervention,
remains relevant to today’s debate. By examining cases where a
government agency has enforced laws on the Dark Web, one can
glean an understanding of which policies will be most successful
going forward. This paper explores two specific policy topics: (1)
determining the appropriate role of government in regulating the
Dark Web and (2) exploring the most effective and reasonable
methods for government to intervene. As the United States
develops and refines policy regarding the Dark Web, the
international community will also be manoeuvring to put in place
regulations, and it is essential that these regulations be
compatible while staying true to the values of the internet users
that those governments serve.
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What is the Dark Web?

Introduction

Many consumers of the news have heard of the Dark Web. It is portrayed as a den of mys-
terious and illicit activity. Like most stereotypes, that is a misconception with some truth
behind it. To shed light on the Dark Web, one must first understand what it is and how it
differs from what most users wrongly consider to be the internet.

Actually, the internet comprises every single server, computer, and other device that is
connected together in a network of networks. It can then be divided into two elements:
the Surface Web and the Deep Web. The Surface Web is what the average user thinks
of as ‘the internet’. It is a collection of websites indexed by search engines like Google,
Yahoo, and Bing that can be easily accessed through standard browsers and internet pro-
tocols. This may seem like a vast quantity of information, but the Surface Web is just the tip
of the iceberg.

The Deep Web is the full body of the iceberg that remains mostly hidden from surface
web users. Estimating the size of the Deep Web is challenging, but researchers estimate
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that it is between 4000 and 5000 times larger than the Surface Web (Finklea 2015). The
Deep Web accounts for 90% of the traffic on the internet, which is a surprise to most
users who do not realise they are accessing the Deep Web regularly (Greenberg 2014).
Data from sites like Facebook, Twitter, or Snapchat are classified as the Deep Web
because it can only be accessed through application program interfaces. Other large sec-
tions of data include instant messaging data and file-sharing services such as Dropbox and
Google Drive (Greenberg 2014).

As this paper defines it, the Dark Web, by contrast, is a very small, hard-to-access
portion of the Deep Web. It accounts for less than 0.01% of the sites on the internet:
there are around 45,000 Dark Web sites and hundreds of millions of regular ones
(Owen and Savage 2015). As explained below, the only way to access the Dark Web is
by using a special browser like The Onion Router – Tor – and, often, a password. The
Dark Web is generally anonymous, which makes it a sanctuary for cybercriminals and pol-
itical dissidents alike. It has remained largely unregulated by the government, and the first
step in better monitoring and policing the Dark Web is better understanding it.

The Dark Web or darknet is very often confused with the Deep Web, but the distinction
between the two is very important. The Dark Web is a specific portion of the Deep Web
and there are a few distinguishing characteristics that a site must meet to be considered
a Dark website. The site must only be able to be accessed anonymously through a service
such as Tor and cannot be accessed through the Surface Web. The site also must require a
user to input its unique Tor address. Some Dark Web sites have an additional layer of
security and may also require users to input a password. The reason most of the Deep
Web is not considered part of the Dark Web is because it can be accessed through
Surface Web applications.

The Dark Web has existed for a long time underneath the surface of the internet. The
internet’s development began in the 1960s as part of the U.S. Department of Defense’s
effort to network their computer systems, but the internet did not become a household
name until the 1990s. The Dark Web itself remained obscure to most people, but it
gained a measure of infamy in 2013, when Ross William Ulbricht (alias Dread Pirate
Roberts), operator of the Silk Road, was arrested (Sui, Caverlee, and Rudesill 2015). The
Silk Road was a marketplace for illegal goods and services accessed through Tor.

The Onion Router – an anonymous browser

Tor was originally developed for very different purposes. The Naval Research Laboratory
(NRL) developed it at the turn of the twenty-first century with the aim of providing anon-
ymity to U.S. military personnel engaged in operations abroad (Going Dark: The Internet
Behind the Internet 2014). The system effectively makes it very difficult to determine
the IP address that originally requested a site. To ensure the anonymity of military
users, the NRL deployed it in October of 2003 as a free-to-the-public, open-source
browser (Clemmitt 2016). This meant that military traffic was hidden anonymously in a
crowd of anonymous civilian users.

The mechanics behind Tor’s anonymity are actually fairly simple. The system works by
sending a site request through at least three randomly chosen computers called relays
(Greenberg 2014). Tor’s name – ‘The Onion Router’ – actually comes from the fact that
each computer adds a layer of encryption to the signal that only it can decrypt. The
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request then leaves a computer called the ‘exit relay’, which is the location from which the
recipient perceives it to be originating (Finklea 2015). This makes users anonymous
because exit relays might be making requests on behalf of hundreds of different users
and randomising algorithms determine which exit relay is used. There are about 7000 vol-
unteer computers worldwide that serve as relays (Clemmitt 2016). In effect, each request
originator is hidden among the many layers of the onion.

Enabling mechanisms of the Dark Web – the Hidden Wiki and bitcoin

Tor was not the only development that enabled the creation and access of the Dark Web.
There are twomajor services that serve practical purposes in enabling the Dark Web. Those
are the Hidden Wiki and bitcoin. They each provide a solution that enables the Dark Web
to be accessible and usable to those seeking it.

An early challenge for the Dark Web was that it was hard to find the hidden sites. The
Hidden Wiki brought the first wave of users in 2004 (Darknet Markets Are Not beyond
the Reach of Law 2016). This site contains a catalogue of all the Dark Web sites that are cur-
rently operating, user feedback on those sites, and information about what can be accessed
through each site. Another way to find sites is by using Tor-specific search engines such as
Ahmia, which indexes any hidden sites it can find, and Grams, which specifically finds hidden
sites selling illicit drugs, guns, and counterfeit money (Finklea 2015).

In order to conduct actual transactions, Dark Web markets also began using a currency,
bitcoin, which is pseudonymous and as difficult to trace as Tor. Bitcoin became the stan-
dard currency of the Dark Web. Bitcoins are an uninsured and variable currency that was
created in 2009. They are stored in encrypted digital wallets. Bitcoins are designed to be
very difficult to track back to the person who spent them. Each transaction is recorded in a
public log, but only the wallet IDs are recorded, not the names of the buyer or seller (Yellin,
Aratari and Pagliery, n.d.). In order to purchase bitcoins, a user must log into a bitcoin
exchange, such as the popular Mt. Gox, where buyers and sellers trade traditional curren-
cies for bitcoins (Yellin, Aratari, and Pagliery). Another way to get bitcoins is to mine them
by donating a computer’s processor time to solving complex math puzzles. While bitcoin is
certainly the currency of today’s Dark Web, Zerocoin is a currency in development which
will be even more anonymous than current bitcoin transactions (Clemmitt 2016).

The Dark Web was developed in small steps, and it was not designed to be what it is
today. Tor’s creators at the NRL wanted a secure way for military personnel to communi-
cate abroad. Hidden Wiki’s founders created an index for average users to better under-
stand and browse the Dark Web. Bitcoin was created to facilitate anonymous
transactions. The creators of these technologies were privacy-minded, not ill-intentioned,
but their intentions have not stopped illegal activity from blossoming in the shadows
created by the Dark Web.

Benefits and drawbacks of the Dark Web’s use

It is important to note that the vast majority of Tor’s users are not necessarily accessing the
Dark Web for illegal purposes. They may be using it to browse the Surface Web anon-
ymously, often because they are located in a country that does not have free and open
access to the internet. It may also just be because they are privacy-minded. There is
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another large contingent of Tor users who are performing Deep Web research (Sui, Caver-
lee, and Rudesill 2015). Finally, there are some Tor users who use the platform to access the
Dark Web for criminal purposes.

Benefits
Tor’s creators remain strong advocates of Tor’s benefits. Roger Dingledine, an original
developer, said, ‘There are important uses for hidden services, such as when human
rights activists use them to access Facebook or to blog anonymously,’ and that ‘These
uses for hidden services are new and have great potential’ (Ward 2014). Tor is a tool
which can be used anonymously for both legal and criminal purposes. While it is essential
to acknowledge the important role that anonymity plays in protecting human rights acti-
vists from oppressive regimes, it is also important to consider the challenges that anonym-
ity poses to the law enforcement community.

Runa Sandvik, a security researcher who worked on Tor, explains that Tor was opened
up to the public because

if you have this anonymity system and [all] traffic going into the system is the U.S. Navy and
everything popping out is the U.S. Navy, then you’re not that anonymous… by opening up
this system to everyone, different groups of people can hide in a big crowd of anonymous
Tor users. (Going Dark: The Internet behind the Internet 2014)

She goes on to explain that Tor is helping nearly one million internet users seek out a truly
free internet on a daily basis (Going Dark: The Internet behind the Internet 2014).

Tor was not the first service to offer anonymous browsing online. In the 1990s, Ian Clarke
created Freenet, a peer-to-peer web browsing service. Today’s internet actually resides on a
few central servers that can be targeted and taken down or controlled by governments (e.g.
the ‘Great Firewall’ of China). Freenet distributes data across the network so that it is stored
in a decentralised way that protects information from being tampered with by hackers, gov-
ernment or otherwise (Stevens, n.d.). When asked about his motivation for creating Freenet,
Clarke said, ‘I believe in the concept of democracy […] I believe at a fundamental level,
people’s freedom to exchange information and ideas is fundamental to the legitimacy of
democratic government’ (Stevens, n.d.). Freenet differs from Tor in that Freenet is its own
network, while Tor is an anonymous means of accessing the already-existing internet, but
both were created in the name of protecting the freedom of the internet.

There are many legal uses of Tor. Many people use it to protect browsing privacy. For
example, e-book collections of subversive works are available on the Dark Web, away from
government censors. There are also sites set up specifically for journalists to share files and
stories. These sites serve as an important pipeline that reporters can use to smuggle out
important stories that portray authoritarian regimes in a negative light. Finally, there are
secure image-sharing sites that offer ordinary citizens an additional layer of privacy
when sharing sensitive photos (Sui, Caverlee, and Rudesill 2015). All these uses may be
perfectly legal and understandable, but the reality remains that they only account for a
portion of Dark Web traffic. Much of the traffic on the Dark Web is illegal.

Drawbacks
Indeed, most Tor users are just seeking privacy and may be using Tor for legitimate
reasons. Only 1.5% of Tor users are actually accessing the Dark Web, although they
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generate a lot of traffic (Ward 2014). The trouble is that Tor and the Dark Web are virtually
inseparable. It is impossible to make a tool that keeps users anonymous while also tracking
their activity to make sure that they are not accessing illegal websites. Tor’s creators would
like to think that the browser mainly carries the traffic of journalists valiantly writing stories
from countries without laws protecting free speech, but that is not the case. The majority
of traffic to hidden Dark Web sites using Tor is for viewing and distributing images of child
abuse and purchasing illegal drugs.

Child abuse accounts for the largest portion of Dark Web traffic. Dr Gareth Owen and
Nick Savage, researchers at the University of Portsmouth, conducted a six-month study
that explored Tor’s usage and hidden services. They concluded that more than 80% of
Tor traffic requests to hidden sites that were observed in the study were directed
towards known child abuse sites (Owen and Savage 2015). They did acknowledge that
this data may not be a perfectly accurate representation, since government agencies
often use computers that will automatically access websites containing images of child
abuse as a part of their investigation. It is virtually impossible to determine what
portion of the 80% is police activity and what portion is traffic created by a human at a
computer. Even if half of the child abuse traffic observed were police activity, much
user traffic remains on the Dark Web targeting child abuse sites.

Indeed, child abuse images are not isolated to the Dark Web. A charitable foundation,
called the Internet Watch Foundation, performed a study in 2014 as part of their work to
minimise the distribution of images of child abuse. They found 31,266 internet URLs with
images of child abuse on them, but only 51 (about 0.2%) were on the Dark Web. (It is worth
noting here that the methods used to find sites on the Dark Web may not have found all
the Dark Web sites that were available, and thus may be skewing the number to look like a
lower-than-accurate percentage of websites containing images of child abuse that are on
the Dark Web) (Clemmitt 2016). This statistic indicates that the Dark Web, while it enables
cybercrime, is not the only way that cybercrime is enabled.

Drug traffic is the subject that is most commonly associated with the Dark Web, and it is
an integral part of Dark Web marketplaces. In fact, it represents the largest percentage
of Dark Web hidden sites in Dr Gareth Owen’s study on Dark Web browsing habits
(Owen and Savage 2015). These sites are actually easier for enforcement officers to
infiltrate because the officers are capable of better hiding their identity when they go
undercover. Additionally, the drugs do have to be physically delivered, which leaves a
window open for traditional policing to apprehend the dealers.

One of the largest and most infamous Dark Web marketplaces was Silk Road. It was
created in 2011 by Ross William Ulbricht who hid under the alias of Dread Pirate
Roberts (DPR) (Finklea 2015). It is estimated that DPR received over $13 million in commis-
sions from allowing vendors to use his Silk Road platform. In October of 2013, the FBI shut
down Silk Road. As part of their investigation, they determined that over $1.2 billion in
sales had occurred involving 150,000 customers and 4000 vendors (Sui, Caverlee, and
Rudesill 2015). These staggering numbers show the scale of illegal trade on the Dark
Web. Ulbricht was tried and sentenced to life in prison in May of 2015 (Finklea 2015).

The 2013 shutdown of Silk Road was not the end of Dark Web marketplaces. In fact,
many more sprung up to take the place of Silk Road. These platforms do not just sell
drugs. They sell anything that vendors want to put online. Just weeks after the 2013
credit card breach at Target, Dark Web markets were selling stolen credit cards at a rate
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of $20 to $100 per card (Finklea 2015). There is clear demand for a black market online, so
it is not an issue that will dissipate on its own. Governments must work to enact policy that
will address the challenges put forth by the Dark Web in a thoughtful and intentional
matter.

Grey area
There are two specific areas of Dark Web activity that cannot reasonably be categorised as
entirely beneficial, but have some admirable characteristics: whistleblowing and hackti-
vism. Whistleblowing is an essential part of what keeps democracies in check, but it can
dangerously expose government methods and sources if it is not done through official
channels. The Dark Web was used by whistle-blowers such as Chelsea Manning, Julian
Assange, and Edward Snowden to expose government secrets (Sui, Caverlee, and Rudesill
2015). If these whistle-blowers had used legal, congressional channels to make their com-
plaints, the matters could have been handled without publicly disseminating classified
information.

Hacktivism is another issue that is not black and white. While the aims of some hackti-
vists may be debatable, their methods are often offensive, and more importantly, illegal.
For example, in October of 2011, Anonymous, a hacktivist group, crashed a website
hosting service called Freedom Hosting, using a Distributed Denial of Service (DDoS)
attack. They did this by tracking the signatures of the child abuse websites that
Freedom Hosting hosts back to the server. The hackers also stole the credentials of
1500 users of Lolita City, a child abuse website, and leaked them online (Finklea 2015).
The aim of taking down a child abuse website is certainly honourable, but vigilante
justice has no place on the internet as perpetrators cannot be held accountable for
their actions.

Policy issues pertaining to the Dark Web

Creating policy to address the Dark Web requires an understanding of the benefits and
risks of anonymity and of an open internet. Rash and sweeping legislation has the poten-
tial to encroach on civil liberties and to be a nightmare to enforce. On the other hand, not
addressing the Dark Web will allow illicit activities to persist unabated. It is impossible to
regulate the Dark Web in isolation; any regulations must be applicable to the internet as a
whole and will thus affect Surface Web users, Deep Web researchers, and Dark Web crim-
inals alike. This section will explore two important policy issues surrounding the Dark Web:
the appropriate role of government, and the tactics that government enforcers should
employ.

Major policy issue 1: What is the appropriate role for the government in the Dark
Web?

When new technologies arise, the government must determine its role in regulating them.
Technological progress can change the ways our laws apply and necessitate new laws. For
example, the United States is still struggling to adapt old laws governing telephones and
television to the internet. The Dark Web is a brand new topic to many policy-makers, and it
is essential that they become informed before enacting policy rather than learning from
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mistakes. Current U.S. laws are vaguely applicable to the Dark Web, but government
agencies have not solidified policies on how to regulate it within a legal framework.

The most important Dark Web policy issue is regulating Tor. The Dark Web could not
exist without anonymising technology. Anonymity is the crux of what makes the Dark
Web different from the Surface Web, so policy regarding anonymity and, by extension,
the use of Tor, is most relevant. There are two central challenges to creating policy for
the Dark Web: protecting anonymity and working internationally. Policies regarding the
Dark Web must be clear and internationally agreeable, without compromising the ideals
of the American people.

The first challenge is that there is nothing inherently criminal about using Tor for anon-
ymity, but there is no clear way to sort the criminals from the innocent users if they are all
anonymous. If there were no criminals using Tor, the law enforcement community would
not be pushing so hard against the anonymity that it provides. Unfortunately, it is very dif-
ficult to hold someone accountable for their actions if their identity is unknown, and it is
hard to unmask one person without having the capability to deanonymise everyone else
using Tor.

The second challenge is that the internet is inherently very international, which makes
coordinating regulations challenging. One country does not control the entire internet,
and as much as some nations would like to have full control over the ideas coming in
and out of their country, they have not fully achieved success with a ‘great firewall’. The
internet cannot be regulated country by country without destroying the benefits that
the internet brings to all countries, so finding consensus is important. There is some
content, such as images of child abuse, that all countries agree should be illegal and
banned across all distribution outlets. There is other content however, like political dissi-
dence, where different countries have dramatically different stances.

The United States currently has some laws that are applicable to Dark Web activity, but
they were not specifically designed to meet the challenge of the Dark Web. For example,
hacking is often enabled by the Dark Web. Hackers will purchase malware from other
hackers, or will use a Dark Web method of collecting ransom from ransomware attacks.
Hacking is regulated by the Computer Fraud and Abuse Act (CFAA), which bans trespas-
sing on, unauthorised accessing of, and damaging computers in interstate or international
commerce. The CFAA also bars trafficking, unauthorised computer access, and computer
espionage (Sui, Caverlee, and Rudesill 2015). These U.S. regulations are perfectly sufficient
to handle hacking, but they do not specifically tackle the challenge of anonymity online,
and they are not necessarily effective beyond U.S. borders, from where most cybercrime
against the U.S. is launched. Regulating cybercrime on the Dark Web therefore becomes
exponentially more challenging when the international community is brought in.

Three members of the international community have each pushed agendas relating to
Tor that are inconsistent with the aims of the U.S. government. China has made efforts to
block access to Tor, Russia has made efforts to deanonymise Tor for political purposes, and
Austria has made efforts to eliminate Tor traffic within its borders. U.S. regulators must be
cognizant of the diverse sentiments of the international community. While countries such
as the U.S. and Germany have supported Tor, going as far as to fund it, other countries are
vehemently opposed to it (Tor: Sponsors, n.d.). This poses a major challenge to inter-
national policy development. China has some of the strictest and best-enforced policies
regarding internet regulation. They heavily censor online conversation and quickly
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silence those who speak out for collective action or otherwise threaten the regime (King,
Pan, and Roberts 2013). There are many free speech advocates in China, including Murong
Xuecun, who strongly support the Dark Web because it empowers them to speak freely.
Xuecun has warned that ‘the great firewall’ creates ‘a Chinese information prison where
ignorance fosters ideologies of hatred and aggression’ (Clemmitt 2016). China certainly
takes seriously the threat that Tor poses to their information control. In 2008, China
blocked the Tor project’s website in an effort to prevent users from downloading the
service. Then in 2009, China sought to block all of the public relay computers that Tor
employs to anonymise users (Clemmitt 2016). The Chinese government released the
following statement regarding the internet in a 2010 white paper: ‘Within Chinese territory
the Internet is under the jurisdiction of Chinese sovereignty,’ and Chinese ‘laws and
regulations clearly prohibit the spread of information that contains content subverting
state power, undermining national unity [or] infringing upon national honour and
interests’ (Clemmitt 2016).

China is in the company of Russia, which recently passed some of the strictest and most
oppressive laws regarding internet use and Dark Web activity. On 2 August 2016, Russia’s
Federal Security Service began enforcing the collection of encryption keys from internet
service providers. A refusal to turn over keys can result in a one million rouble fine
($15,000) (Vitaris, Russian [Sic] is collecting encryption keys as ‘anti-terrorism’ legislation
goes into effect, 2016). The Russian government has also made efforts to break the anon-
ymity of the Dark Web. They entered into a contract with Rostec worth 3.9 million roubles
(around $60,000) to ‘research the possibility of obtaining technical information on users of
[the] anonymous network Tor and users’ equipment’ (Vitaris, Russian Government Sues
Firm for Failing to Deanonymize Tor Users 2015). Rostec was unable to hack into the
Tor project by the due date of November 2015, and the Russian government is now
suing them for the failure.

One of the most dramatic policy actions was taken by Austria in 2014. Authorities
arrested a man who had made his computer a Tor relay, and held him accountable for
‘contribut[ing] to the completion’ of a cybercrime committed by another Tor user who
had no involvement with the arrested man, beyond the fact that the cybercriminal’s
traffic was routed through the Austrian man’s computer (Clemmitt 2016). The verdict
has set a precedent that it is potentially illegal to operate a Tor exit relay in Austria,
which is a major blow to Austrians who wish to support the project. Cooperation
between Austria and the U.S. would be challenging given how strongly the Austrian gov-
ernment opposes the service and how this contradicts the U.S. legal precedent of not
holding tools responsible for the actions of their users.

Like all battles, the battle between Tor and the governments that wish to shut it down is
two-sided. In response to China’s action of blocking all known IP addresses of Tor relays, Tor
has created special relays called bridges. Their IP addresses are kept secret, and users must
go through a lengthy application process to request the IP address of a bridge if they wish to
access the network. This application process is no problem for Chinese Tor users who are
willing to go to considerable lengths to connect to the network, but it poses a major chal-
lenge to the Chinese government’s goal of blocking all the IPs, because they cannot just
request them all at once, and as long as any one bridge is open, Chinese users can
connect to Tor (Clemmitt 2016). This just goes to highlight the fact that access to the
Dark Web is a dynamic challenge. Yesterday’s policy may no longer be applicable today.
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The United States must rise to the challenge of enacting policy that successfully strikes
the balance between protecting user anonymity and preventing illegal activity online.
Nations around the globe have different stances on how best to tackle the challenge of
Tor. Given that international cooperation will be essential, governments must work
together towards creating smart Dark Web policy. The specific tactics for intervening on
the Dark Webmust be carefully considered. Many governments, including the U.S. govern-
ment, have made attempts in the past with varying degrees of success. By learning from
past mistakes, leaders can create policy that effectively addresses the challenge of tomor-
row’s internet.

Major policy issue 2: What are the appropriate tactics for government
intervention on the Dark Web?

Once the United States government has determined its role in regulating the Dark Web, it
must decide which tactics it will use to carry out that role. The government must use
tactics that take down criminal Dark Web activity while protecting the anonymity of inno-
cent users to the maximum extent possible. In the interest of not compromising any con-
fidential information, the tactics explored in this section are those that have been publicly
released. This section will discuss the lessons that can be learned from previously used
tactics. The most effective and reasonable tactics are those that can target specific anon-
ymous users and hold them accountable for their actions rather than deanonymising vast
swathes of user data.

The combined capabilities of a small handful of government agencies can be effectively
employed towards the end of policing the Dark Web. The FBI has had the capability to use
a computer and internet protocol address verifier (CIPAV) to ‘identify suspects who are dis-
guising their location using proxy servers or anonymity services, like Tor’ since 2002
(Finklea 2015). This technology allows Tor traffic to be flagged separately from regular
internet traffic. It does nothing to compromise the anonymity of users, but it is helpful
in narrowing down search parameters when the FBI performs an investigation. The
Department of Defense’s Defense Advanced Research Projects Agency (DARPA) is devel-
oping a tool called Memex, which can uncover patterns to help law enforcement combat
illegal activity (Finklea 2015). This project is another way that investigative agencies could
make sense of Tor traffic without having to unmask all Tor users. Instead, investigators
could detect specific patterns and then track down the specific user making the suspicious
requests.

An important case study occurred in February of 2015. The FBI used a hacking tool to
identify the IP addresses of users accessing a hidden Tor child abuse site called Playpen
(Cox 2016). Within a month of being launched in 2014, Playpen had 60,000 member
accounts. By 2015, there were 215,000 accounts, 117,000 posts, and 11,000 unique visitors
per week (Cox 2016). In order to take down the site, the FBI took the unprecedented move
of seizing the Playpen server and transferring the site to an FBI server, under a warrant
issued by a federal magistrate judge in the Eastern District of Virginia (Satterfield 2016).
The FBI ran Playpen off their server from 20th February to 4th March of 2015 and were
able to access the computers of about 1000 Playpen users during that time. That resulted
in sufficient evidence to bring about 1500 cases against people accessing images of child
abuse on Playpen (Cox 2016). This tactic managed to capture only those who were
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accessing the child abuse site while leaving other users of Tor untouched. While some may
have ethical qualms about the FBI running a child abuse server for a couple weeks, there is
a strong argument to be made that by identifying the users, the FBI was able to prevent
further access to images of child abuse in the future. As a result, Tor users will feel slightly
less protected by their anonymity when they are accessing illegal sites, but other people
who browse using Tor regularly can still enjoy comfort and anonymity in their legal
activities.

Legal frameworks are essential in supporting criminal investigations. There is a debate
over whether the federal magistrate judge from the Eastern District of Virginia had the
legal authority to issue a warrant that led to searches outside the judge’s district. This is
an example of current U.S. laws not keeping up with evolving technology. The FBI main-
tains that the warrant was valid because the server was being run from a site located in the
judge’s district (Satterfield 2016). However, in the nine cases that have been brought so far
using evidence from this sting operation, six judges have written opinions to indicate that
the first federal judge did not have the authority to authorise searches outside his jurisdic-
tion (Satterfield 2016). The problem that arises from this debate is that it would have been
impossible to identify the users of Playpen, and then get warrants for each user, if it had
not been for the tool that the FBI installed on the server. To be clear, the FBI later got indi-
vidual warrants to search the computer of every suspect identified in the case (Satterfield
2016). A policy solution must be found which gives the FBI a stronger legal footing for
employing such an effective investigative technique in the future.

The takedown of Silk Road was a case where FBI tactics were somewhat less than fully
successful. To be sure, the operator, Ross Ulbricht, was arrested, but since the FBI shut
down Silk Road in October of 2013, there has been an explosion in the darknet market
for illegal goods. The market was previously centralised around Silk Road, but it has
become more fragmented. There is a Reddit directory of Dark Web marketplaces that is
updated to inform users which ones are reputable and which ones are unreliable, and
the list of untrusted sites is far longer than the list of trusted ones (Swearingen 2014).
Almost immediately after Silk Road was shut down, users flocked to a previously
unknown site called the Sheep Marketplace. This site dominated the Dark Web market
until a vendor exploited a vulnerability and stole $6 million in bitcoins (Swearingen
2014). Silk Road 2.0 was launched by former administrators of the original Silk Road on
6th November 2013. This came only one month after the original Silk Road was shut
down. Silk Road 2.0 was short-lived. It was hacked in February 2014 by a vendor who
stole $2.7 million in users’ bitcoins (Swearingen 2014). That was not the end of the Silk
Road however. Silk Road 3.0 is considered the most resilient Dark Net market and has
been operational since May 2016 (Darknet Markets Are Not beyond the Reach of Law
2016). Thus, while the government took down the original Silk Road, it is clear that that
operation was not entirely successful, as it did little to dissuade people from starting
new Dark Web marketplaces, and it did not hold vendors or customers accountable for
their transactions on the site. As Eric Jardine points out, these criminal activities conducted
on the Dark Web may be knocked down, but other programmes emerge and simply take
their place (Jardine 2015).

Another unsuccessful case of government intervention in Dark Web matters came in
March of 2015 when federal investigators served a subpoena to Reddit in which they
demanded the personal data of five users who accessed r/darknetmarkets, a forum
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where users discussed illegal online marketplaces (Finklea 2015). This was an unwise
action because it discourages future discussion on open forums such as Reddit. If criminals
are driven away from open and easy-to-monitor pages and towards pages that are hidden
in the Dark Web, it makes the FBI’s job of finding cybercriminals much more challenging.

The three case studies described above cover the spectrum from effective to ineffective
enforcement. The best tactics are those that are narrowly focused, like the ones the FBI
employed to take down Playpen. In other words, these tactics search for the criminals
in places where anyone visiting the site is a criminal. This is the best of both worlds
because it allows for long-term deterrence while protecting user privacy to the
maximum extent reasonable. In the interest of continuing to be effective, the FBI must
be given a stronger legal framework to perform such investigations. The tactic that was
used with Silk Road, of merely taking down a site, has a short-term pay-off, but it is
largely ineffective in the long run because other marketplaces will pop up to meet the
demand. The tactic that was employed with the Reddit forum was essentially a failure.
It did nothing to deter illegal activity, and it squandered an opportunity to monitor discus-
sion in the open and more tactfully identify those involved with illegal activity. In examin-
ing these cases, it is clear that tactful, carefully directed operations will be most successful
in deterring future illegal activity on the Dark Web while being mindful of innocent users’
privacy.

Conclusion

The Dark Web is, by its nature, anonymous and incapable of discriminating between crim-
inals and ordinary users. Enforcement agencies must address this issue by employing
tactics that maintain the privacy of the average user while unmasking the criminal.

The most effective way of doing this is by looking for the illegal sites instead of the
illegal users. Under proper legal authority, government hackers can place deanonymising
tools onto the computers of users accessing the site. If the government merely shuts down
the site, another will pop up in its place. On the other hand, if enforcers bring charges
against the users of an illicit site, future users who are considering accessing illegal sites
will be more hesitant to do so because of the risk of getting caught. The final option
would be for the government to attempt to break Tor, in other words, to identify every
Tor user. This, given the past trend with Silk Road, would likely result in a more robust
version of the service being created, thwarting the government’s efforts. It would also
destroy a useful tool for legitimate users, like dissidents.

Understanding the best enforcement techniques is just the first step. The United States
is constitutionally committed to protecting freedom of expression on the internet in ways
that many other countries are not. Some countries wish to have complete control of the
traffic on the internet. They see freedom of speech as a threat to their power and the Dark
Web as a tool that enables dissidents to speak freely. The internet is by its nature an inter-
national network of computers. Enforcement jurisdiction is foggy at best, so governments
must find ways to cooperate in establishing at least some mutually agreeable regulations
that govern the Dark Web.

The debate surrounding the Dark Web is by no means over. Online anonymity is a
double-edged sword that must be handled delicately. As policy-makers move forward,
they must monitor vigilantly the evolution of the Dark Web and ensure that enforcement
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agencies have the resources and legal support to police successfully the Dark Web. Dark
Web policy, like all good policy, must be nuanced and thoughtful in order to strike the
balance between the needs of privacy-minded users and the government’s responsibility
to stop illegal activity.
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