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Cyber Arms Transfer: Meaning, Limits, and Implications

Max Smeets

ABSTRACT
What are the motivations and opportunities for arms transfer
in the cyber realm? Although scholarship has failed to system-
atically address this question, having an accurate answer is
crucial for understanding the operationalization of cyber com-
mands and intelligence alliances, the functioning of the North
Atlantic Treaty Organization in the twenty-first century, and
the viability of cyber arms controls. First, this article introduces
a new conceptual framework—the people-exploits-tools-infra-
structure-organization (PETIO) framework—to understand the
elements of an offensive cyber capability. Second, I explain
how the incentives of cyber arms transfer differ across the dif-
ferent elements of the PETIO framework. Though exploits and
tools can be effortlessly replicated, their transitory nature and
potential for operational tracking means there is little incen-
tive to actually transfer these assets. If any incentives exist for
state-to-state transfer, it would be in facilitating other state
actors to develop their own offensive capabilities—that is, by
providing expertise, infrastructure, and organizational capacity
to adapt and innovate—as this does not reduce the effective-
ness of one’s own arsenal. Third, I argue that the incentives
for transferring cyber effect capabilities are weaker compared
to cyber espionage capabilities, and attribution dynamics add
an additional layer of complexity to these transfer dynamics.

What are the motivations and opportunities for arms transfer in the cyber
realm? Over the past decade, we have witnessed the global diffusion of
military cyber commands.1 Still, the majority of these cyber commands are
in the early stages of organizational development.2 As states try to build up
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1Even though the diffusion of military cyber organizations is now a truly global phenomenon, there is
significant regional variation. The majority of NATO members now have officially established a cyber command
or similar unit. Yet only a small number of countries established a military cyber command in Africa. Max
Smeets, “Going Cyber: The Dynamics of Cyber Proliferation and International Security” (PhD diss., University of
Oxford, 2017); Jason Blessing, “The Diffusion of Cyber Forces: Military Innovation and the Dynamic
Implementation of Cyber Force Structure” (PhD diss., Syracuse University, 2020).
2Max Smeets, “NATO Members’ Organizational Path towards Conducting Offensive Cyber Operations: A
Framework for Analysis,” in 2019 11th International Conference on Cyber Conflict: Silent Battle, ed. Tom�a�s
Min�arik, Siim Alatalu, Stefano Biondi, Massimiliano Signoretti, Ihsan Tolga, and G�abor Visky (Tallin, Estonia:
NATO CCD COE Publications, 2019).
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an operational capacity, they look for opportunities to share the burden
and cooperate in this new domain of warfare.3

Despite these organizational developments, little academic scholarship
and policy work has examined the arms transfer dynamics in the context
of cyber operations. Research has been conducted in adjacent areas. Some
has examined how states can use proxy actors to conduct cyber opera-
tions.4 Other work has looked at how states can apply open-source tooling
to their operations and how states can act as customers on the gray market
for exploits or other services.5 Much has also been written on the (histor-
ical) ties between intelligence agencies.6 Yet the transfer of cyber capabil-
ities between states has been undertheorized.
If the cyber conflict scholarship has ignored the subject of arms transfer,

the arms transfer literature has not extended its reach to cyber conflict
either.7 Arms transfer scholarship has provided many potential explana-
tions as to why states choose to arm other states.8 Some focuses on the
role of arms transfer as a foreign aid or policy instrument,9 the economic
rationale behind companies exporting arms, and how arms transfer can
enhance the credibility of an extended deterrence strategy.10 The literature

3On cyberspace as a new domain of warfare, see Jordan Branch, “What’s in a Name? Metaphors and
Cybersecurity,” International Organization 75, no. 1 (Winter 2020): 39–70.
4Tim Maurer, Cyber Mercenaries: The State, Hackers, and Power (Cambridge: Cambridge University Press, 2018);
Jamie Collier, “State Proxies & Plausible Deniability: Challenging Conventional Wisdom,” Cyber Security
Intelligence, 24 September 2015, https://www.cybersecurityintelligence.com/blog/state-proxies-and-plausible-
deniability-challenging-conventional-wisdom-644.html; Erica D. Borghard and Shawn W. Lonergan, “Can States
Calculate the Risks of Using Cyber Proxies?” Orbis 60, no. 3 (Summer 2016): 405; Florian J. Egloff,
“Cybersecurity and Non-State Actors: A Historical Analogy with Mercantile Companies, Privateers, and Pirates”
(PhD diss., University of Oxford, 2018).
5Martin C. Libicki, Lillian Ablon, and Tim Webb, The Defender’s Dilemma: Charting a Course toward Cybersecurity
(Santa Monica, CA: RAND Corp., 2015) https://www.rand.org/content/dam/rand/pubs/research_reports/RR1000/
RR1024/RAND_RR1024.pdf. See also Lillan Ablon, Martin C. Libicki, and Andrea A. Golay, Markets for Cybercrime
Tools and Stolen Data: Hackers’ Bazaar (Santa Monica, CA: RAND Corp., 2014), http://www.rand.org/content/
dam/rand/pubs/research_reports/RR600/RR610/RAND_RR610.pdf; Lily Hay Newman, “A Top-Shelf iPhone Hack
Now Goes for $1.5 Million,” Wired, 29 September 2016, https://www.wired.com/2016/09/top-shelf-iphone-hack-
now-goes-1-5-million.
6Mostly on the Five Eyes. See, for example, Richard J. Aldrich, GCHQ: The Uncensored Story of Britain’s Most
Secret Intelligence Agency (London: HarperPress 2010); John Ferris, Behind the Enigma: The Authorized History of
GCHQ, Britain’s Secret Cyber-Intelligence Agency (London: Bloomsbury, 2020), 68.
7For similar wording on drones and coercion, see Amy Zegart, “Cheap Fights, Credible Threats: The Future of
Armed Drones and Coercion,” Journal of Strategic Studies 43, no. 1 (February 2020): 6–46.
8For an excellent overview, see Spencer L. Willardson, “Under the Influence of Arms: The Foreign Policy Causes
and Consequences of Arms Transfers” (PhD diss., University of Iowa, 2013), https://ir.uiowa.edu/cgi/
viewcontent.cgi?article=4789&context=etd.
9Shannon Lindsey Blanton, “Foreign Policy in Transition? Human Rights, Democracy, and U.S. Arms Exports,”
International Studies Quarterly 49, no. 4 (December 2005): 647–67.

10James D. Fearon, “Signaling versus the Balance of Power and Interests: An Empirical Test of a Crisis Bargaining
Model,” Journal of Conflict Resolution 38, no. 2 (June 1994): 236–69; Paul Huth and Bruce Russett, “General
Deterrence between Enduring Rivals: Testing Three Competing Models,” American Political Science Review, 87,
no. 1 (March 1993): 61–73; Paul K. Huth, “Extended Deterrence and the Outbreak of War,” American Political
Science Review 82, no. 2 (June 1988): 423–43; Curtin S. Signorino and Ahmer Tarar, “A Unified Theory and Test
of Extended Immediate Deterrence,” American Journal of Political Science 50, no. 3 (July 2006): 586–605.
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has also analyzed the incentives of transferring dual-use technologies.11 But
the specific dynamics of cyber capabilities have received close to
no attention.
This article examines the drivers of arms transfer in the cyber realm.12

Examining this issue is not simply important for better understanding
whether and how states can build up a military cyber capacity or the North
Atlantic Treaty Organization (NATO)’s role in operationalizing the cyber
domain. It is also critically important for assessing intelligence alliance
operations and the viability of cyber arms control initiatives.
This article makes both a conceptual and theoretical contribution. One

reason for the limited progress in the study of cyber arms transfer is
because of deficiencies in conceptual construction. The first section of this
article introduces a new conceptual framework—called the people-exploits-
tools-infrastructure-organization (PETIO) framework—to understand a
state’s requirements to conduct cyber operations, distinguishing between
those five dimensions. Introducing this framework is not merely a semantic
exercise. Instead, it ultimately steers our theoretical and empirical analysis
of cyber arms transfer.13 It shows that cyber arms transfer can refer to a
diverse set of elements, such as the relocation of personnel, the sales of
tools, and the teaching of specific vulnerability scanning techniques.
This article also makes a theoretical contribution. In the second section,

I analyze how cyber arms transfer’s incentives differ across the different
elements of the PETIO framework. I explain that the use of an exploit or
tool by one actor reduces the ability of other actors to also use it.
Furthermore, when a state deploys the transferred asset it can potentially
lead to unwanted forms of operational tracking. This means that mutual
benefits to transfer these assets only arise in two situations: when states
agree on the timing, target, and proportionality of a shared asset’s deploy-
ment; and when an asset has no operational value for the arms-supplying
state and cannot be used against their own systems, but can be usefully
deployed by the arms-receiving state.
If any incentives exist for state-to-state transfer, it would be in facilitating

other state actors to develop their own capability, as this does not reduce
the effectiveness of one’s own arsenal—mostly through skills (first element
of the PETIO framework) and infrastructure development. However, this
type of transfer is more difficult to undertake, and an advanced cyber

11Jordi Molas-Gallart, “Which Way to Go? Defence Technology and the Diversity of ‘Dual-Use’ Technology
Transfer,” Research Policy 26, no. 3 (October 1997): 367–85; Neil Cooper, “What’s the Point of Arms Transfer
Controls?” Contemporary Security Policy 27, no. 1 (2006): 118–37.

12Arms transfer is not the same as sales, as it also encompasses gifts, loans, and credit financing. Jennifer
Spindel, “Beyond Military Power: The Symbolic Politics of Conventional Weapons Transfers” (PhD diss.,
University of Minnesota, 2018), https://conservancy.umn.edu/handle/11299/199011.

13Gary Goertz, Social Science Concepts: A User’s Guide (Princeton, NJ: Princeton University Press, 2005).

CYBER ARMS TRANSFER 67

https://conservancy.umn.edu/handle/11299/199011


power would only consider this type of transfer with a highly selective
group of states given the security risks involved. This also explains NATO’s
operationalization of the cyber domain—its active promoting of exercises
and training, calling on states to volunteer “sovereign cyber effects” instead
of sharing “capabilities.”
The analysis of cyber arms transfer dynamics also explains the operationali-

zation of an intelligence alliance’s cyber activity. In the third section, I argue
that the incentives for transferring cyber effect capabilities are weaker com-
pared to cyber espionage capabilities for three main reasons. First, cyber effect
operations—those that seek to disrupt, deny, degrade, and/or destroy—are
more likely to lead to the detection and disclosure of exploits and tools.
Second, intelligence alliances have a stronger deconfliction imperative: to pro-
long collection and covertness, allies want to avoid having two or more differ-
ent malware platforms running on the same target system. Third, in the case
of espionage capabilities, the supplying state can more easily piggyback on the
purchasing state’s intelligence-collection activities.
Finally, in the fourth section, I show that attribution dynamics in cyber-

space add an additional layer of complexity to cyber arms transfer incentives.
If a state decides to share part of its capability and/or provides insights into
its modus operandi, it may increase the likelihood for misattribution following
use by another state. Even though this can be seen as another disincentive to
transfer capabilities in the cyber realm, there are possible advantages: other
actors would find it more difficult to disentangle which state (part of the
coalition) is responsible for the attack, making it more difficult to decide on
response options. The final section concludes and draws out further implica-
tions for academic research and policymaking.
Overall, many assert that cyber operations are different from conven-

tional operations, but fewer have explored what precisely those differences
mean within the context of traditional international relations theories and
understanding. This study helps address this gap, discussing the unique
incentives for cyber arms transfer and how it changes states’ behavior.
This study also contributes to the arms control literature. Not least,

through the PETIO framework, this article emphasizes the importance of
military training and military development assistance, an element often
missing in arms control discussions. Indeed, the arms control literature
tends to focus on weapon systems, not the enabling environment, which
we know from the literature on military innovation is crucial for making
new weapons systems work effectively on the ground.14

14I thank an anonymous reviewer for this framing.
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The PETIO Framework

This section explains what it takes for a state to develop an offensive cyber
capability. I introduce a new conceptual framework, the PETIO framework,
based on five main categories of a state’s cyber capability: people, exploits,
tools, infrastructure, and organization.
Little has been written in the academic literature on the requirements for

a state’s cyber command and intelligence agencies to operate effectively in
cyberspace.15 The gray literature offers some insights. For example, at two
cyber conferences, CyCon and DEF CON, Charlie Miller, a former intelli-
gence analyst, presented on how North Korea should build a cyber army to
attack the United States.16 The Grugq, an information security expert, once
described in a blog post the workforce requirements to create a lean espi-
onage-focused advanced persistent threat (APT).17 The commercial cyber
intelligence community has also published numerous reports on specific
threat actors, and how they were likely organized to conduct certain opera-
tions.18 For the purposes of this article, I aim to systematize and refocus
these efforts to understand the requirements for a state to establish an
effective military cyber capacity. I assume the state actor seeks to mostly
conduct targeted cyber operations with a strategic rationale—rather than
being opportunistic and lacking strategic purpose.19

The nature of offensive cyber capabilities is frequently misrepresented.
We often hear that “cyber weapons” can be sold20 or that states have an

15The existing international relations and international security literature tends to be operation centric rather
than actor centric. Two excellent works include: Jon R. Lindsay, “Stuxnet and the Limits of Cyber Warfare,”
Security Studies 22, no. 3 (2013): 365–404; Rebecca Slayton, “What Is the Cyber Offense-Defense Balance?
Conceptions, Causes, and Assessment,” International Security 41, no. 3 (Winter 2016/17): 72–109.

16Charlie Miller, “Kim Jong-il and Me: How to Build a Cyber Army to Attack the U.S.” (presented at DEF CON 18,
2013), https://www.defcon.org/images/defcon-18/dc-18-presentations/Miller/DEFCON-18-Miller-Cyberwar.pdf.
See also Matthew Monte’s excellent work: Monte, Network Attacks and Exploitation: A Framework (Indianapolis:
Wiley, 2015), chap. 4.

17The label “APT” has often been misapplied, and both been used for labeling attacks as well as actors. For an
overview, see: The Grugq, “Cyber Operators—Differences Matter: A Mini Rant Disguised as a Cybersecurity
Taxonomy,” Medium, 29 September 2017, https://medium.com/@thegrugq/cyber-operators-differences-matter-
7cfba2ddb9a6; Costin Raiu, “Where Are All the ‘A’s in APT?” Virus Bulletin, 20 September 2018, https://www.
virusbulletin.com/blog/2018/09/where-are-all-apt.

18For early writing, see, for example: APT1: Exposing One of China’s Cyber Espionage Units (Reston, VA: Mandiant,
2013), https://www.fireeye.com/content/dam/fireeye-www/services/pdfs/mandiant-apt1-report.pdf. For an
overview of reports on different actors with links, see Pasquale Stirparo, David Bizeul, Brian Bell, Ziv Chang,
Joel Esler, Kristopher Bleich, Maite Moreno, K. A. Monnappa, J. Capmany, Paul Hutchinson, et al.,
“APT Groups and Operations,” https://docs.google.com/spreadsheets/d/1H9_xaxQHpWaa4O_
Son4Gx0YOIzlcBWMsdvePFX68EKU/edit#gid=1864660085l; on the incentive structure of commercial threat
intelligence reporting, see J. D. Work, “Evaluating Commercial Cyber Intelligence Activity,” International Journal
of Intelligence and Counterintelligence 33, no. 2 (Summer 2020): 278–308.

19Rob Joyce, “Disrupting Nation State Hackers” (presented at USENIX Enigma 2016, 2016), https://www.usenix.
org/sites/default/files/conference/protected-files/engima2016_transcript_joyce_v2.pdf.

20Elisabeth Braw, “The Temptation for Cyber Attackers to Become Short-Sellers,” Financial Times, 5 January 2021,
https://www.ft.com/content/59949478-65e1-45bd-8c24-873c241cd3f1.
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“arsenal of cyber weapons.”21 Yet, it is often unclear what a “cyber weap-
on” refers to.22 Consider a case of an actor gaining access to a computer
system through social engineering and removing files or directories using
the rm or unlink command.23 What is the weapon in this scenario? An
offensive cyber capability refers to an actor’s ability to conduct cyber opera-
tions. Cyber operations are a set of linked activities—bringing together
technology, skill, and organizational processes—spanning target acquisition
to payload delivery and beyond. As Rebecca Slayton observes, “Technology,
organizations, and skill are not easily separable variables, particularly not in
cyberspace.”24 To conduct cyber operations effectively, an actor may rely
on certain exploits, tools, or infrastructure.
More specifically, I distinguish between five main categories of a state’s

cyber capability with the PETIO framework. First, a commonly held view
in business management is that, as the cognitive skills of the job increase,
people—rather than technology—become more important. These “thought
jobs,” as Daniel H. Pink calls them, require greater problem-solving skills
and creative thinking, which means businesses can only be successful if
they cultivate a culture that prioritizes the human element.25 This is also
the case when it comes to effectively running a military cyber command or
intelligence agency, as the most important element of the PETIO frame-
work concerns the people required to run an effective cyber operation.26

Table 1 provides an overview of the workforce and skills requirements.
The organization’s backbone needs to be a technically savvy workforce.

This includes vulnerability analysts, developers, operators, testers, and sys-
tem administrators responsible for finding software vulnerabilities, develop-
ing exploits, building tools, and ensuring the capabilities are reliably
deployed and maintained. “DevOps” is a practice in software engineering
that aims to unify the development and operation of software.27 The

21Thomas Rid and Peter McBurney, “Cyber-Weapons,” RUSI Journal 157, no. 1 (February/March 2012): 6–13; Dale
Peterson, “Offensive Cyber Weapons: Construction, Development, and Employment,” Journal of Strategic Studies
36, no. 1 (2013): 120–24; Max Smeets, “A Matter of Time: On the Transitory Nature of Cyberweapons,” Journal
of Strategic Studies 41, no. 1–2 (February 2018): 6–32; David E. Sanger, The Perfect Weapon: War, Sabotage, and
Fear in the Cyber Age (London: Crown, 2018).

22From this perspective, it is also incorrect to state that “cyber weapons are dual use.” More accurate is to state
that, when an actor conducts an offensive operation, it may follow certain techniques or use tools or
infrastructure that could also be useful for defensive activity. For example, a port scanner such as Nmap
(Network Mapper) can be used by both network administrators and malicious actors to discover the endpoints
for a machine connected to the internet. Dorothy E. Denning, “Reflections on Cyberweapons Controls,”
Computer Security Journal 16, no. 4 (Fall 2000): 43–53.

23On Unix-like operating systems, the rm (remove) command allows you to delete multiple files at once. Unlink
is a command to delete a single file.

24Slayton, “What Is the Cyber Offense-Defense Balance?”
25See Daniel H. Pink, Drive: The Surprising Truth about What Motivates Us (Edinburgh: Canongate Books, 2018).
26For an excellent discussion on the creation of the US “cyber warrior,” see Rebecca Slayton, “What Is a Cyber
Warrior? The Emergence of U.S. Military Cyber Expertise, 1967–2018,” Texas National Security Review 4, no. 1
(Winter 2020/2021): 61–96.

27Tim O’Reilly, “Operations: The New Secret Sauce,” Radar, 10 July 2006, http://radar.oreilly.com/2006/07/
operations-the-new-secret-sauc.html.
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potential benefits of DevOps are that it exposes problems earlier in the pro-
cess and can free people from overly repetitive tasks. Similar incentives
exist in the realm of offensive cyber capability development for operators
and developers to work together in the entire deployment lifecycle.
Other technical analysts and linguists are needed to process information

during and after operations.28 A state actor is bound to fail without stra-
tegic guidance—even if it has the best hackers in the world. For a state,
operational or tactical success does not equal strategic victory. An operation
may be perfectly executed, with no bugs in the code, but fail to contribute
to overall mission success.29 Strategic thinkers and planners are required to
connect available means with ends and coordinate activities with other
units and partner states. A cyber organization needs administrators for
human resourcing, liaising with other relevant domestic and international
institutions, speaking to the media, and other activities.30 There is also a
need for remote personnel to monitor and gain access to a target’s com-
puter systems or networks, as well as understand its organizational culture.

Table 1. Workforce function descriptions.
Function Description

Vulnerability analysts Find vulnerabilities. Informally, these are the “bug hunters.”
Developers Develop the malware, build an exploit, toolkits etc. Informally, these are

the “makers.”
Operators Access the computer systems and/or networks. These are the people who deploy

and maintain the malware postdevelopment.
System administrators Ensure reliable upkeep, configuration, and operation of computers and servers.
Testers Test both exploits and tools for their functionality and (ongoing) reliability

(sometimes part of developers)
Frontline support Support the activities of the abovementioned teams. This can include activities

such as registering accounts or buying capabilities on the gray or
black market.

Linguists Provide text and audio transcription and translation to support operations.
Administrators Assist general activities of the organization. This group includes human resources,

international and domestic liaison officers, media representatives, and
other assistants.

Legal experts Oversee and advise in legal matters.
Strategists Provide strategic guidance—connecting the ends, ways, and means of the

organization. Potentially involved in selecting target packages.
Targeteers Support target nomination (including collateral effects estimates), deconfliction,

and planning throughout the operational process.
Remote personnel Responsible for gaining physical access to and monitoring of remote computer

systems and networks (can also be seen as part of operators)
Consultants Other operation-specific staff. These are domain-specific experts.
General staff Personnel to keep the facilities running.

28Nontechnical analysts are required too. Not least, understanding how people in the target network will
respond following a cyber operation is key. This type of analysis requires analysts with specific knowledge
about the country, culture, or target organization.

29Similarly, a badly written code may have strategic value. An example might be Shamoon. See also Max
Smeets, “The Strategic Promise of Offensive Cyber Operations,” Strategic Studies Quarterly 12, no. 3 (Fall
2018): 90–113.

30Jamie Collier, “Getting Intelligence Agencies to Adapt to Life Out of the Shadows,” Net Politics (blog), 5 April
2017, https://www.cfr.org/blog/getting-intelligence-agencies-adapt-life-out-shadows.
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Finally, any military or civilian agency conducting offensive cyber opera-
tions as part of a government with a legal framework will deal with an
“army” of lawyers. These legal experts will likely be involved in training,
advice, and monitoring. Embedding them at a cyber operation’s various
stages is hard. Indeed, it likely requires numerous critical conversations
with the leadership and operational teams to ensure lawyers (and leader-
ship) sufficiently understand what is being proposed to give approval. Also,
how certain operations are executed makes it harder to acquire legal
approval. For example, in the case of a self-propagating malware like
Stuxnet, once you commit it is difficult to go back.31

Second, to build up a cyber capability, leaders need to think about how it
can exploit vulnerabilities in computer systems to gain, escalate, and main-
tain access. We can distinguish between three different types of exploits: (1)
patched N-day exploits; (2) unpatched N-day exploits; and (3) zero-day
exploits. A patched N-day exploit is an exploit for a known vulnerability that
has a patch in place to fix the flaw. An unpatched N-day exploit is an exploit
for a known vulnerability exploit that does not have a patch yet available. A
zero-day exploit is an unknown exploit that exposes a vulnerability in soft-
ware or hardware that is unknown to the vendor.
It is unclear how many zero-day exploits countries “stockpile.” Jason

Healey completed a study in 2016 to understand how many zero-day vul-
nerabilities the US government retains. Healey states with high confidence
that the US government in the year 2015–16 retained “not hundreds or
thousands per year but probably dozens.”32

The US government’s estimated level of retention largely corresponds
with other reporting. Project Zero, a team of security analysts employed by
Google to find zero-day vulnerabilities, has created a database used to track
cases of zero-day exploits that were detected “in the wild” since 2014.33

This means the vulnerability was detected in real attacks against users as a
zero-day vulnerability.34 The security and threat intelligence firm FireEye
combined this Project Zero data with their own database (going back to
2012) and managed to connect the use of fifty-five zero-days to a specific
country. I was able to subsequently link the country of origin of thirteen

31Another example could be operations that deal with third-country infrastructure.
32Jason Healey, “Feds and 0Days: From before Heartbleed to after FBI-Apple” (presented at DEF CON 24, 2016).
33Ben Hawkes, “0day ‘in the Wild,’” Project Zero, 15 May 2019, https://googleprojectzero.blogspot.com/p/0day.
html; Project Zero, “0day ‘in the Wild,’” 30 March 2021, https://docs.google.com/spreadsheets/d/
1lkNJ0uQwbeC1ZTRrxdtuPLCIl7mlUreoKfSIgajnSyY/view#gid=0.

34The data is collected from various public sources.
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additional zero-days, based on other threat reporting.35 The resulting time-
line is found in Figure 1.36

We should, however, not exaggerate the importance of zero-days. Most
operations can be effectively run without them.37 In fact, one can make the
case that exploits themselves have become less important. Over the past
two years, exploits were hardly seen in email attachments at all. Most
recent attacks (via email) essentially enticed users to enable macros or
download archives and double-click files.38

The third requirement concerns the toolbox. The toolbox refers to a set
of computer programs used to create, debug, maintain, or otherwise sup-
port other programs or applications. Tools normally form part of a larger

Figure 1. Zero-day usage by country, over time.

35Also, there are five cases in which two countries used an exploit. I coded both as country of origin. CVE-2020-
0674, CVE-2019-17026, and CVE-2019-1367 can be linked to South Korea; see Andy Greenberg, “An Elite Spy
Group Used 5 Zero-Days to Hack North Koreans,” Wired, 26 March 2020, https://www.wired.com/story/north-
korea-hacking-zero-days-google/; CVE-2019-13720 can be linked to North Korea; see AMR and Global Research
and Analysis Team, Kaspersky Lab, “Chrome 0-day Exploit CVE-2019-13720 Used in Operation WizardOpium,”
SecureList, 1 November 2019, https://securelist.com/chrome-0-day-exploit-cve-2019-13720-used-in-operation-
wizardopium/94866/; CVE-2019-18187 can be linked to China; see Mitre Att&ck, “Groups,” n.d., https://attack.
mitre.org/groups/; CVE-2019-2215 and CVE-2019-3568 can be linked to Israel; CVE-2021-26411 can be linked to
North Korea; CVE-2021-26855, CVE-2021-26857, CVE-2021-26858, and CVE-2021-27065 can be linked to China;
see Tara Seals, “Hades Ransomware Gang Exhibits Connections to Hafnium,” Threatpost, 29 March 2021,
https://threatpost.com/hades-ransomware-connections-hafnium/165069/.

36It should be noted that countries such as the United States, the United Kingdom, and Israel have almost
certainly deployed numerous zero-days that remain undetected. As the data from Google only starts on 15
July 2014, and collection ends on 30 March 2021, the trendline for 2012–14 and 2021 cannot be meaningfully
interpreted. The break downward since 2015, however, is interesting and may suggest a shift in discovery
rate. See also Jared Semrau, Parnian Najafi, and Kat Metrick, “Avenues of Exploitation: Use of Zero-Day
Vulnerabilities by Tracked Groups” (presented at FireEye Cyber Defense Summit 2019, 2019), https://www.
fireeye.com/content/dam/fireeye-www/summit/cds-2019/presentations/cds19-executive-s09-avenues-of-
exploitation.pdf.

37Joyce, “Disrupting Nation State Hackers.”
38If zero-day exploits were used, they were primarily on the server side, where no user interaction is possible.
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“toolchain” to allow for (consecutive) execution to perform a certain offen-
sive cyber operation. Although tools come in all shapes and forms, most
attention is paid to remote access Trojans (RATs). RATs are programs that
include a back door for administrative control over the target computer
or network.
Similar to the use of N-day exploits instead of zero-day exploits, it often

makes more sense to rely on known tools rather than custom ones. As
Brian Bartholomew and Juan Andr�es Guerrero-Saade note, “Most
[advanced actors] take the time to build their toolkits and develop custom
backdoors, lateral movement tools, and exploits. Knowing the value of
what they’ve developed, actors will jealously guard their toolkit.”39 To
maximize the return on investment, states are incentivized to bring the
bare minimum capability required for operational success. This means it is
best for states to not use their own postexploitation frameworks unless they
believe these tools will result in detection. Indeed, the tradeoff is that cus-
tom tools are harder to detect, but if discovered they are more expensive
and time consuming to replace. Also, as Miller notes, “Especially during
early stages, it makes sense to look like an average attacker.”40 Thus even
highly advanced actors are more tempted to use known vulnerabilities
and tools.
Not all RATs are created equal—some are worse than others.41 For

instance, cybersecurity technology company CrowdStrike was able to get an
inside view of the activities of a threat actor group they called Viceroy
Tiger. The hacking group used a server that was easy to access, allowing
CrowdStrike to acquire a copy of the tool used as the command-and-con-
trol (C&C) server. The company found that the malware calls itself
“Dragon Eye-Mini.” Given that the protocol is plain text and uses the first
four bytes as command, it is straightforward to detect.42 More advanced
RATs tend to provide full administration capabilities over the victim
machine, hold a small footprint on the infected machine (which helps hide
its existence), and ensure that communication over the C&C server is
encrypted, which makes it more challenging to identify malicious traffic.

39Bartholomew and Guerrero-Saade discuss the implications this may have for both attributing relevant actors
and potentially setting up a false flag operation, also discussed in the last section of this article. Bartholomew
and Guerrero-Saade, “Wave Your False Flags! Deception Tactics Muddying Attribution in Targeted Attacks”
(presented at Virus Bulletin Conference, October 2016), 1–11, https://www.virusbulletin.com/virusbulletin/2016/
11/vb2016-paper-wave-your-false-flags-deception-tactics-muddying-attribution-targeted-attacks.

40Miller, “Kim Jong-il and Me.”
41Two RATs that have become more relevant over the years are Cobalt Strike and Powershell Empire. For a list
of popular RATs, see Udi Shamir, “The 7 ‘Most Common’ RATS in Use Today,” Dark Reading, 28 August 2015,
https://www.darkreading.com/perimeter/the-7-most-common-rats-in-use-today-/a/d-id/1321965.

42CrowdStrike said it provided a “rare glimpse” into the operational setup of a hacking group. Still, it happens
regularly that command-and-control systems are left unsecured. J. Phillips, “Rare Glimpse into a Real-Life
Command-and-Control Server,” CrowdStrike Blog, 7 June 2013, https://www.crowdstrike.com/blog/rare-glimpse-
real-life-command-and-control-server/.
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An offensive cyber organization will also need attack tools to achieve a
certain effect or goal. Payloads greatly vary in size. On one end of the spec-
trum, they can come as very lightweight files that are easy to distribute, but
once executed they will trigger the download of a much larger piece of
malware.43 On the other end of the spectrum, payloads can be multiple
megabytes (MBs) in size. A multipurpose toolkit was discovered in 2012 by
researchers from Kaspersky Lab, which they called Flame. Whereas the
Stuxnet code is “only” about 1MB in size, Flame’s malware code is about
twenty times larger—and still not fully understood.44

It is difficult—and cost inefficient—to build an arsenal of tools for a
more mature cyber command or intelligence agency. Although early devel-
opment and stockpiling would be desirable to ensure swift deployment if
the need arises, tools often must be tailored to the target and desired effect
(especially if the actor desires stealth and stability), which means that in-
time development is often necessary. Consider, for example, a case in
which the leadership of a command decides there is a need to target a spe-
cific programmable logic controller (PLC) used to run a certain manufac-
turing process. The developers will likely have to build tools that can work
on that particular PLC model. If leadership subsequently decides to target a
different process, developers will have to deploy a new toolset.
Finally, the more features of the target you can use, the less you need your-

self. Napoleon was famous for making sure his troops were living off the land
through which they moved. It allowed his army to travel light and march long
distances. This notion of living off the land is also commonly applied to cyber
operations. The attacker may use something exotic to get into a target’s net-
work, but it makes a lot of sense to subsequently use the target’s existing infra-
structure to gain further network access. For example, existing communication
lines to push out notifications can be used to move through an organization’s
network. Living off the land is not merely done for cost-efficiency benefits. The
practice is equally, if not more, important for remaining undetected.
Fourth, to effectively run cyber operations an organization requires infra-

structure, broadly defined as the processes, structures, and facilities needed
to pull off an offensive cyber operation. This element can be split into two
categories: control infrastructure and preparatory infrastructure. Control
infrastructure refers to processes directly used to run an operation. This is
also the type of infrastructure that is generally burned down after a failed

43See, for example, the Russian malware dubbed “MiniDuke.” Kaspersky Lab, “Kaspersky Lab Identifies
‘MiniDuke,’ a New Malicious Program Designed for Spying on Multiple Government Entities and Institutions
across the World,” 27 February 2013, https://usa.kaspersky.com/about/press-releases/2013_kaspersky-lab-
identifies–miniduke–a-new-malicious-program-designed-for-spying-on-multiple-government-entities-and-
institutions-across-the-world.

44Alexander Gostev, “The Flame: Questions and Answers,” SecureList, 28 May 2012, https://securelist.com/the-
flame-questions-and-answers-51/34344/; Dave Lee, “Flame: Massive Cyber-Attack Discovered, Researchers Say,”
BBC News, 28 May 2012, http://www.bbc.com/news/technology-18238326.
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operation. It includes domain names of phishing sites, leaked email
addresses, or other abused technologies.45 It also concerns C&C infrastruc-
ture used in remotely conducted operations to maintain communication
with compromised systems within a target network. Depending on an oper-
ation’s goal and resources, the C&C infrastructure might be as basic as a
single server operating on the external network.46 At the same time, an
organization may run a whole set of operations simply to compromise
legitimate web servers to use them for C&C later.
Preparatory infrastructure concerns processes used to put oneself in a

state of readiness to conduct cyber operations. Rarely will an attacker throw
away this infrastructure after a (failed) operation. “Knowing what your tool
will find, and how to cope with that, is surely harder than finding an
exploitable flaw in and of itself,” as Dan Geer points out.47 Much of this
type of infrastructure consists of databases used for target mapping. A state
will need to do a lot of work first to find out what can be targeted.
Network mapping exercises can help an organization understand the range
of possible targets, sometimes also referred to as “target acquisition.”48 It is
equally necessary to find out how a network, node, router, or server can be
targeted—now and in the future.49 Most importantly, a state needs to
establish a test environment to emulate and evaluate offensive cyber opera-
tions (often referred to as “cyber ranges”).50

Finally, organizational characteristics and processes can severely impede (or
enable) the performance of a state’s activity in the “cyber domain.”51

Interorganizationally, an essential issue concerns the effective organizational
integration or coordination of intelligence and military activities.52 Close inte-
gration between operation activities has several benefits: it can stimulate
knowledge transfer, free up resources for specialization, reuse parts of code

45See also the “Diamond Model” for intrusion analysis: Andy Pendergast, “The Diamond Model for Intrusion
Analysis: A Primer,” CTI Summit (2014), https://cupdf.com/document/the-diamond-model-for-intrusion-analysis-
threat-intelligence.html.

46For an overview of C&C architectures and communication techniques, see Joseph Gardiner, Marco Cova, and
Shishir Nagaraja, “Command & Control: Understanding, Denying, and Detecting,” Centre for the Protection of
National Infrastructure, February 2014, https://arxiv.org/ftp/arxiv/papers/1408/1408.1136.pdf.

47Dan Geer is paraphrasing a point made by Dave Aitel. Dan Geer, “Data and Open Source Security,” Recorded
Future, 21 October 2014, http://geer.tinho.net/geer.recordedfuture.21x14.txt.

48Monte, Network Attacks and Exploitation.
49Although NSA’s leaked plan to map the entire internet, code-named “TREASUREMAP,” shows that these are
not always neatly separated. TREASUREMAP already provides information about router configurations and
other relevant specifications. Harrison Weber, “The NSA Has a Plan to Map the Entire Internet. It’s Called
‘Treasure Map,’” VentureBeat, 14 September 2014, https://venturebeat.com/2014/09/14/the-nsa-has-a-plan-to-
map-the-entire-internet-its-called-treasure-map/.

50A cyber range normally includes a combination of core technologies for the simulation environment and of
additional components that are desirable for achieving specific cyber range use cases.

51For a discussion on how the design of US national security agencies were designed to fail, see Amy B. Zegart,
Flawed by Design: The Evolution of the CIA, JCS, and NSC (Stanford, CA: Stanford University Press, 1999); on
how “cyber domain,” as a fundamental metaphor, shaped US military strategy and doctrine, see Branch,
“What’s in a Name?”

52Max Smeets, “Integrating Offensive Cyber Capabilities: Meaning, Dilemmas, and Assessment,” Defense Studies,
18, no. 4 (2018): 395–410.
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and other operational infrastructure, and leverage previous insights and activ-
ities.53 However, such integration also comes with a set of risks: it can
enhance the cybersecurity dilemma due to loss of distinct cultures and oper-
ational activities, increase the risk of exposure, and make attribution easier.54

Intraorganizationally, there can be a tension between establishing stand-
ard operating procedures to carry out cyber operations and maintaining
individual flexibility.55 Standard operating procedures to promote routines
are important for any organization.56 One benefit of routines is that they
provide stability, which in turn leads to predictability. In the cyber environ-
ment—sometimes described as a domain of uncertainty—predictability of
actions is certainly a welcome asset. At the same time, an offensive cyber
organization must also foster an environment in which operators can
depart from routine and nimbly adapt their actions to stay ahead of their
adversaries.57 As Martin C. Libicki observes, there is no “forced entry”
when it comes to offensive cyber operations.58 “If someone has gotten into
a system from the outside, it is because that someone has persuaded the
system to do what its users did not really want done and what its designers
believed they had built the system to prevent,” Libicki argues.59 Thus, to
ensure repeated success, one must find different ways to fool a system
administrator. Repetition of an established organizational routine is not
always sufficient when conducting cyber operations: innovation is equally
important.60

The Incentives for Cyber Arms Transfer

For conventional capabilities, an arms-producing state primarily engages in
two forms of arms transfer: the transfer of finished systems and the transfer

53Smeets, “Integrating Offensive Cyber Capabilities.”
54Ben Buchanan, The Cybersecurity Dilemma: Hacking, Trust, and Fear between Nations (Oxford: Oxford University
Press, 2016).

55For an initial study on this issue, see Austin Long, “A Cyber SIOP? Operational Considerations for Strategic
Offensive Cyber Planning,” Journal of Cybersecurity 3, no. 1 (March 2017): 19–28.

56James G. March and Herbert A. Simon, Organizations (New York: John Wiley & Sons, 1958).
57For a discussion of this trade-off and the role of military subcultures, see Sarah Payne White, “Subcultural
Influence on Military Innovation: The Development of U.S. Military Cyber Doctrine” (PhD diss., Harvard
University, 2019).

58Martin C. Libicki, Cyberdeterrence and Cyberwar (Santa Monica, CA: RAND Corp., 2009), 16. See also Erik Gartzke
and Jon R. Lindsay, “Weaving Tangled Webs: Offense, Defense, and Deception in Cyberspace,” Security Studies
24, no. 2 (2015): 316–48.

59Gartzke and Lindsay, “Weaving Tangled Webs,” 16.
60Sarah Payne White therefore argues that the “training first” model of US Cyber Command is inadequate.
Instead, US Cyber Command should build a model on “continuing education and critical thinking.” White,
“Subcultural Influence on Military Innovation,” 162. See also Max Smeets, “When Routine Isn’t Enough: Why
Military Commands Need Human Creativity,” War on the Rocks, 5 December 2017, https://warontherocks.com/
2017/12/routine-isnt-enough-military-cyber-commands-need-human-creativity/.
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of basic engineering know-how used to reproduce existing weapon technol-
ogy.61 Both forms of transfer are less complicated,62 can bolster the suppli-
er’s defense industry,63 can strengthen political ties between the arms
supplier and receiver, and/or lock in alliances.64 The arms-supplying state
is less likely to engage in transfers that help adapt weapon technology or
provide the capacity to innovate at the technological frontier. This is not
only because it involves greater financial barriers and potential sociocultural
obstacles that may discourage innovative behavior.65 The compensation
logic for the supplier to enable these forms of transfer is also less appealing:
a transfer of capacity to refine weapon technology or even help innovate
may increase the autonomy of the arms recipient and reduce the security
of the arms supplier—especially over the long term.66

This section explains that the incentive structure for cyber arms transfers
differs from that of conventional capabilities. Only in very specific circum-
stances do states have an incentive to transfer the capacity to operate,
maintain, or reproduce most cyber capabilities. Instead, if any incentives
exists for cyber arms transfer, it would be in allowing other states to adapt
and innovate.

61Keith Krause, Arms and the State: Patterns of Military Production and Trade (Cambridge: Cambridge University
Press, 2009).

62Krause, Arms and the State; As Stephen Biddle and Robert Zirkle explain, however, training is still necessary to
make sure the arms-receiving state fully understands the use and maintenance of its equipment. In fact, more
recent research has revealed that the overall increase in technological complexity requires ever more skilled
individuals—suggesting that training has also become more important and challenging for this technology
transfer. Biddle and Zirkle, “Technology, Civil-Military Relations, and Warfare in the Developing World,” Journal
of Strategic Studies 19, no. 2 (June 1996): 173; Andrea Asoni, Andrea Gilli, Mauro Gilli, and Tino Sanandaji, “A
Mercenary Army of the Poor? Technological Change and the Demographic Composition of the Post-9/11 U.S.
Military,” Journal of Strategic Studies (2020): 1–47, https://doi.org/10.1080/01402390.2019.1692660.

63In 2018, the United States closed deals of $55.6 billion in government-mediated foreign military sales. Charles
H. Anderton, “Economics of Arms Trade,” in Handbook of Defense Economics, vol. 1, ed. Keith Hartley and Todd
Sandler (New York: Elsevier, 1995), 523–61, https://www.sciencedirect.com/science/article/abs/pii/
S1574001305800201; Eugene Gholz, “Conventional Arms Transfers and US Economic Security,” Strategic Studies
Quarterly 13, no. 1 (Spring 2019): 42–65.

64The rational-choice literature describes this as a trade-off between security and autonomy, which regulates the
arms transfer incentive: the arms recipient receives as a direct benefit an increase in security in exchange for a
decrease in autonomy. The arms supplier can afford to enter this exchange, as it enjoys a security surplus.
David Kinsella, “Arms Transfer Dependence and Foreign Policy Conflict,” Journal of Peace Research 35, no. 1
(January 1998): 7–23; James D. Morrow, “Alliances and Asymmetry: An Alternative to the Capability
Aggregation Model of Alliances,” American Journal of Political Science 35, no. 4 (November 1991): 904–33;
Christian Catrina, Arms Transfer and Dependence (New York: Taylor & Francis, 1988); David Kinsella and Herbert
K. Tillema, “Arms and Aggression in the Middle East: Overt Military Interventions, 1948–1991,” Journal of
Conflict Resolution 39, no. 2 (June 1995): 306–29. Ethan B. Kapstein offers an alternative understanding of the
relationship between autonomy and security. See Kapstein, “Explaining Arms Collaboration,” in Global Arms
Production: Policy Dilemmas for the 1990s, ed. Kapstein (Lanham, MD: University Press of America, 1992), 1–28.

65“Culture of innovation” is notoriously hard to measure as a concept. Paul Herbig and Steve Dunphy conducted
a literature review providing a list of behavioral aspects associated with a culture of innovation. Among other
factors, the list includes individualism, risk taking, openness to new information, and a positive attitude
toward science. Herbig and Dunphy, “Culture and Innovation,” Cross Cultural Management: An International
Journal 5, no. 4 (1998): 13–21. For prominent earlier studies, see also Roy Rothwell and Hans Wissema,
“Technology, Culture, and Public Policy,” Technovation 4, no. 2 (April 1986): 91–115; H. G. Barnett, Innovation:
The Basis of Cultural Change (New York: McGraw-Hill, 1953).

66Indeed, it can also lead to competition in future markets.
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As the above discussion of the PETIO framework suggests, the transfer
of cyber capability can refer to several different elements. It can refer to the
sales of exploits or tools. But it can also refer to the teaching of tactics,
techniques and procedures, the relocation of personnel, or the sharing of
knowledge of relevant organizational procedures. This section first looks at
exploits and tools and subsequently addresses the other elements of the
PETIO framework to systematically examine the dynamics of cyber
arms transfers.
Exploits and tools are transitory in nature.67 This means they are

strongly time dependent in terms of their potential to be used effectively in
a cyber operation. An asset’s “transitoriness” is not constant or static but
influenced by several factors. For example, holding all things equal, an
exploit causing a high level of visible damage in an operation is more likely
to be discovered compared to an espionage operation. Equally, use of a
tool is more likely to be detected and reported when used against more
advanced defenders. The number of targets matters as well: even if an
exploit is potentially effective against a wide set of systems or networks, an
attacker can decide to use it against only a few high-value targets to reduce
the chances of discovery and thus increase the timespan of potential usage.
Exploits and tools’ transitory nature turns them into what economists

call “rivalrous goods.”68 A good is said to be rivalrous if its consumption
by one party prevents simultaneous consumption by another party or
reduces the latter’s ability to consume it.
In principle, all weapon systems are rivalrous goods to some degree.

Consider a situation in which an advanced state (Actor A) sells or gifts a cap-
ability to an ally (Actor B). In most cases, Actor B can deploy this capability
at its own discretion (often within an alliance structure). And, more import-
antly, the use of the acquired military asset by Actor B against one adversary
hardly reduces (if at all) the effective deployment of the same type of military
asset by Actor A against a different adversary. For example, the Dutch deploy-
ment of Leopard 2A4 and 2A5 tanks in Bosnia and Herzegovina in 1994–9569

did not influence the German deployment of Leopard 2A5 tanks to Kosovo as
part of the Kosovo Force in 199970 or Danish deployment of Leopard 2A5
tanks in operations in southern Afghanistan in 2007.71 In other cases, use of a
conventional military capability by one state has more influence on another
actor’s deployment of the same capability. Consider the case of radar signal

67Smeets, “A Matter of Time”; Max Smeets and J. D. Work, “Operational Decision-Making for Cyber Operations: In
Search of a Model,” Cyber Defense Review 5, no. 1 (Spring 2020): 95–112.

68Rivalrousness is also known as “subtractability” in economics.
69Michael Jerchel and Uwe Schnellbacher, Leopard 2: Main Battle Tank, 1979–1998 (London: Osprey, 1998).
70Carl Schulze, “Bundeswehr Leopard 2 MBT at 40 � Part 6,” JointForces, 26 April 2020,

https://www.joint-forces.com/features/31652-bundeswehr-leopard-2-mbt-at-40-part-6.
71Thomas Antonsen, Danish Leopards in Helmand: From the Crew’s Perspective (Camberley, UK: Trackpad
Publishing, 2016).
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processing. As with any statistical processing, the more observations you have,
the more accurate a given prediction will be.72 Therefore, use of a radar-evad-
ing stealth aircraft (in absence of electronic warfare) will reduce its future
stealth advantage.73 Not accidentally, the Lockheed Martin F-22 Raptor and
the Northrop Grumman B-2 Spirit (also known as the Stealth Bomber)—each
equipped with low observable stealth technology designed for penetrating
dense antiaircraft defenses—are not for sale. Using this line of reasoning,
cyber capabilities are quantitatively distinct in that they are highly rivalrous.
Yet exploits and tools are also qualitatively different. There are much

greater opportunities for scaling by the defender when it comes to these capa-
bilities. As previously noted, “The corrective process which takes place after a
software vulnerability is exploited does not only prevent successful exploitation
against one system but against any administrator which uploads the patch.
The fact that advances in the cyber defence of one (vendor) can be relatively
effortlessly adopted by others creates a defence for all.”74

This changes the incentive structure for transfer. It means that mutual
benefits only arise in two situations. The first is when both the arms-sup-
plying and arms-receiving states agree on three aspects of a cyber oper-
ation: timing—that is, when the exploit or tool should be used; target—that
is, against which system or network the asset should be used; and propor-
tionality—that is, the severity of effect created following use of a certain
asset. The second situation occurs when the arms-supplying state has an
asset that cannot be used for operations against its own computer systems
and networks—that is, the sale of an exploit or tool does not reduce its
own national security; when the arms-supplying state cannot use the asset
against a target of interest (in the future)—that is, the exploit or tool has
no operational value to the arms-supplying state; and the arms-receiving
state can potentially use it against a target of their interest—that is, the
exploit or tool has operational value for the arms-receiving state.
A secondary benefit and risk of exploit or tool transfer is what can be

called operational tracking. If an arms-receiving state uses a shared asset
against a target, there is an increased chance the arms-supplying state will
know about it, and vice versa.75 Cyber threat intelligence researchers can
use various techniques to identify particular strains or entire families of

72MIT Lincoln Laboratory, “Introduction to Radar Systems—Lecture 8—Signal Processing; Part 1,” 25 July 2018,
YouTube video, https://www.youtube.com/watch?v=rQGj1G9yD_Y&ab_channel=MITLincolnLaboratory.

73Andrea Gilli and Mauro Gilli, “The Dynamics of Military Innovations and Counter-Innovations” (paper presented
at the Bridging the Straits conference, Naval War College, Newport, RI, 11–13 December 2018).

74Smeets, “A Matter of Time,” 8.
75Furthermore, this knowledge of exploit usage may provide a starting point for further analysis of an actor’s
modus operandi. This means it not only gives away information about the deployment of the exploit but also
potentially other tactics, techniques, and procedures.

80 M. SMEETS

https://www.youtube.com/watch?v=rQGj1G9yD_Y&ab_channel=MITLincolnLaboratory


malware. For example, one commonly used tool is Yara.76 Yara rules are a
way of identifying malware or other files by creating rules that look for cer-
tain characteristics. Oftentimes, it is relatively straightforward to write a
Yara rule for the shared exploit to ensure you know when someone else
deploys it. Still, the degree to which operational tracking is possible follow-
ing the use of a transferred asset depends on the other actor’s collection
capabilities, as the latter needs to pick up on its usage through some sort
of fourth-party collection capability.77

Overall, this creates a countervailing tension. Like most digital goods, the
opportunity for transferring tools and exploits is much higher, as they can
be effortlessly replicated and shared. This is what economists call “jointness
of supply,” a situation in which the cost of supplying a good to the first
user is the same, or nearly the same, as supplying it to many users. Yet the
transitory nature and potential for operational tracking changes the willing-
ness of actors and turns these assets into rivalrous goods.78

Furthermore, for the transfer of tools and exploits, the recipient state still
needs what innovation scholars call an “absorptive capacity.”79 In the gen-
eral context of military technology, as Andrea Gilli and Mauro Gilli
explain, this means a state needs “material and nonmaterial capabilities
such as laboratories, research centers, testing and production facilities, a
skilled workforce, and a cumulative technological knowledge base (the
stock of knowledge acquired through previous projects).”80 In the cyber
context, it means a state needs at least an operational team, preparatory
infrastructure, and organizational setup to integrate these capabilities.81

Hence, if any incentives exist for state-to-state transfer, it would be in
facilitating other state actors’ ability to develop indigenous offensive capa-
bilities—that is, by providing knowledge/expertise to adapt weapons tech-
nology, and providing the capacity to innovate—as this does not reduce the
effectiveness of one’s own arsenal.82 This can include several different types
of transfers, such as testing facilities (infrastructure). It also includes the

76Pieter Arntz, “Explained: YARA Rules,” Malware Bytes, 27 September 2017, https://blog.malwarebytes.com/
security-world/technology/2017/09/explained-yara-rules/.

77Fourth-party collection is sometimes referred to as “the practice of spying on a spy spying on someone else.”
Juan Andr�es Guerrero-Saade and Costin Raiu, “Festive Complexities of SIGINT-Capable Threat Actors,”
SecureList, 4 October 2017, https://securelist.com/the-festive-complexities-of-sigint-capable-threat-actors/82683/.

78This dynamic potentially exists within states as well when government institutions with different
organizational missions are developing separate offensive cyber capability programs.

79For an early work, see Wesley M. Cohen and Daniel A. Levinthal, “Absorptive Capacity: A New Perspective on
Learning and Innovation,” Administrative Science Quarterly 35, no. 1 (March 1990): 128–52.

80Andrea Gilli and Mauro Gilli note that, over the past 150 years, the absorptive capacity requirements to
assimilate knowledge and reproduce military technologies has dramatically risen due to the increase in
technological complexity. Gilli and Gilli, “Why China Has Not Caught Up Yet: Military-Technological Superiority
and the Limits of Imitation, Reverse Engineering, and Cyber Espionage,” International Security 43, no. 3 (Winter
2018/19): 154.

81Indeed, as the PETIO framework suggests, simply transferring tools or exploits does not lead to an offensive
cyber capability. I thank a reviewer for point out this aspect.

82Krause, Arms and the State.
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training of personnel (skills). For example, finding unknown vulnerabilities
is often done through a dynamic process called “fuzzing.”83 Fuzzing
involves automatically inputting massive amounts of data, called “fuzz,” to
uncover response exceptions (potential signs of vulnerabilities).84 A state
actor with a more mature capability can offer a training course for foreign
vulnerability analysts to help them better search for software vulnerabilities
through this technique.
Yet an advanced cyber power would only consider this type of transfer

with a highly select group of other states; that is, only those actors with
which the state has historically strong ties and can trust that these capabil-
ities will not be used against them (at some point in the future).85

We see these dynamics playing out in NATO. There are several NATO
(-affiliated) programs that focus on training and infrastructure develop-
ment. For example, the NATO Cooperative Cyber Defense Center of
Excellence (CCDCOE) has, since 2012, organized the annual Locked
Shields exercise.86 Locked Shields’s official goal is to enable “cyber security
experts to enhance their skills in defending national IT systems and critical
infrastructure under real-time attacks.”87 In the first year it involved
approximately 250 participants from ten states.88 The exercise grew signifi-
cantly in the following years. In 2019, Locked Shields had over 1,000 par-
ticipants and over 23 blue teams.89 In addition, the CCDCOE organizes
Crossed Sword—an “annual technical red teaming cyber exercise training
penetration testers, digital forensics experts and situational awareness
experts”90—and supports Coalition Warrior Interoperability eXercise,
Trident Juncture, Trident Jaguar, and Cyber Coalition.91

But when it comes to operational deployment, NATO relies on the
notion of coordinating “sovereign cyber effects.”92 According to David

83For a basic overview, see: Hamid Karimi, “The Buzz on Fuzzing: Finding Uncommon Vulnerabilities,” Techaeris,
27 September 2017, https://techaeris.com/2017/09/27/buzz-fuzzing-find-uncommon-vulnerability/; GynvaelEN,
“Hacking Livestream #17: Basics of Fuzzing,” YouTube video, 19 April 2017, https://www.youtube.com/
watch?v=BrDujogxYSk.

84Definition partially adopted from: Open Web Application Security Project, “Fuzzing,” 9 May 2018, https://www.
owasp.org/index.php/Fuzzing.

85One alternative scenario would be if the advanced actor does not care about misattribution and is willing to
sell off the older tools to less-advanced actors.

86The predecessor of Locked Shields was Baltic Cyber Shield, organized in 2010. CCDCOE, Baltic Cyber Shield
Cyber Defence Exercise 2010: After Action Report (Tallinn, Estonia: CCDCOE, 2010), https://ccdcoe.org/uploads/
2018/10/BCS2010AAR.pdf.

87CCDCOE, Baltic Cyber Shield Cyber Defence Exercise.
88CCDCOE, Locked Shields 2012: After Action Report (Tallinn, Estonia: CCDCOE, 2012), https://ccdcoe.org/uploads/
2018/10/LockedShields12_AAR.pdf.

89In the past, countries have not only participated to improve operators’ defense skills but also to learn how the
technical infrastructure is set up as a training environment; Max Smeets, “Military Cyber Exercises: The Limits
and Opportunities of Learning, Planning and Strategic Signalling” (working paper, 2021).

90Blue teams are on defense; the red teams play offense. “Crossed Swords,” CCDCOE, 2021, https://ccdcoe.org/
exercises/crossed-swords/.

91“Exercises,” CCDCOE, 2021, https://ccdcoe.org/exercises/.
92UK Ministry of Defence, Allied Joint Publication-3.20: Allied Joint Doctrine for Cyberspace Operations (Brussels:
NATO Standardization Office, 2020), https://assets.publishing.service.gov.uk/government/uploads/system/
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Bailey, senior national security law advisor for Army Cyber Command,
“The idea of sovereign cyber effects provided voluntarily by allies is good.
But … that will not fall under the command and control of the actual
NATO commander… . It will still fall under the command and control of
the country that contributes. In my mind, it’s going to be difficult to
achieve that level of coordination that we’re used to in military operations,
even in a NATO context.”93 As Bailey states, the volunteering of sovereign
cyber effects—coordinated through the new Cyber Operations Center
(CYOC)—means NATO members do not share their modus operandi: a
member state notifies the alliance that it has the (potential) ability to
achieve a desired effect without sharing how they achieved it.94 The under-
lying idea is that this would not compromise the member state’s capability.
It is NATO’s way to overcome the barriers of cyber arms transfer while still
conducting cyber operations within an alliance structure. To date, nine
states are known to have signed up to offer their sovereign cyber effects
when available and needed to the alliance.

Differences in Transfer Dynamics between Cyber Espionage Operations
and Cyber Effect Operations

Writers have frequently pointed out the operational similarities between
cyber espionage operations and cyber effect operations.95 As former
National Security Agency (NSA) and Central Intelligence Agency (CIA)
director Michael V. Hayden states in his memoir Playing to the Edge:

Reconnaissance should come first in the cyber domain too. How else would you
know what to hit, how, when—without collateral damage? But here’s the difference.
In the cyber domain the reconnaissance is usually a more difficult task than the
follow-on operation. It is tougher to penetrate a network and live on it undetected
while extracting large volumes of data from it than it is to, digitally speaking, kick in
the front door and fry a circuit or two… . Let me go further. An attack on a
network to degrade it or destroy information on it is generally a less included case of
the technology and operational art needed to spy on that same network.96

Yet the incentives for selling espionage and surveillance tools are signifi-
cantly higher. One reason why this is the case I already mentioned: espion-
age operations are less likely to be discovered. This means the exploits or

92 uploads/attachment_data/file/899678/doctrine_nato_cyberspace_operations_ajp_3_20_1_.pdf; NATO, “NATO
Cyber Defense Factsheet” (February 2019), https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2019_02/
20190208_1902-factsheet-cyber-defence-en.pdf.

93Mark Pomerleau, “Here Are the Problems Offensive Cyber Poses for NATO,” Fifth Domain, 20 November 2019,
https://www.fifthdomain.com/international/2019/11/20/here-are-the-problems-offensive-cyber-poses-for-nato/.

94Shannon Vavra, “NATO Cyber-Operations Center Will Be Leaning on Its Members for Offensive Hacks,”
CyberScoop, 30 August 2019, https://www.cyberscoop.com/nato-cyber-operations-offensive-hacking-neal-dewar/.

95Michael V. Hayden, Playing to the Edge: American Intelligence in the Age of Terror (New York: Penguin Books,
2016); Buchanan, Cybersecurity Dilemma.

96Hayden, Playing to the Edge.
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toolsets used in these operations are expected to have a longer lifespan. If
one actor uses a sophisticated espionage platform in one operation, there is
a high chance an allied actor could potentially use the same platform in a
different operation. An example is a highly sophisticated espionage plat-
form known as Regin. Symantec discovered Regin in 2014, and it is known
to have been used for espionage campaigns worldwide since at least 2008.97

Later research and leaks suggested Regin was linked to other platforms of
the Five Eyes intelligence alliance.98 Another illustrative case is the NSA
purchase of a remote operating system exploit called “Earth/Eve.” The
exploit was not only shared with the CIA but, according to leaks, with the
United Kingdom’s Government Communications Headquarters as well.99

A second reason is that close intelligence alliances also have a stronger
deconfliction imperative: to prolong collection and covertness, allies want
to avoid the need to pursue the same targets looking for the same intelli-
gence and tripping over one another in the process.100 The impact of two
different espionage platforms cohabitating the same system can only be
assessed on a case-by-case basis. As Guerrero-Saade notes, “A failure of
physical deconfliction is painfully obvious: two aircraft attempting to
inhabit the same space at the same time will be destroyed. Failures of
digital deconfliction provide no such obvious or immediate tell. Modern
computers are designed to run countless processes simultaneously and dis-
creetly. Even where two processes interfere with the system in conflicting
ways, the machine may malfunction but it won’t necessarily point to a
piece of malware as the source of that failure.”101 Competent intelligence
agencies are keen to reduce this operational security risk where possible.102

97Larry Seltzer, “Which Nation-State Is Behind the Sophisticated, Stealthy Regin Malware?” ZDNet, 23 November
2014, https://www.zdnet.com/article/which-nation-state-is-behind-the-sophisticated-stealthy-regin-malware/.
See also Kaspersky Lab, “Regin: A Malicious Platform Capable of Spying on GSM Networks,” Kaspersky Lab, 24
November 2014, https://www.kaspersky.com/about/press-releases/2014_regin-a-malicious-platform-capable-of-
spying-on-gsm-networks.

98Ryan Gallagher, “The Inside Story of How British Spies Hacked Belgium’s Largest Telco,” Intercept, 13 December
2014, https://theintercept.com/2014/12/13/belgacom-hack-gchq-inside-story/.

Costin Raiu and Igor Kuznetsov, “Comparing the Regin Module 50251 and the ‘Qwerty’ Keylogger,”
SecureList, 27 January 2015, https://securelist.com/comparing-the-regin-module-50251-and-the-qwerty-
keylogger/68525/; Jacob Appelbaum et al., “NSA Preps America for Future Battle,” Der Spiegel, 17 January
2015, https://www.spiegel.de/international/world/new-snowden-docs-indicate-scope-of-nsa-preparations-for-
cyber-battle-a-1013409.html; “Australia Implicated in Regin Mega Cyber-Warfare Program,” Australian Times,
30 January 2015, http://www.australiantimes.co.uk/australia-implicated-regin-mega-cyber-warfare-program/.

99“Vault 7: CIA Hacking Tools Revealed: iOS Exploits Data,” WikiLeaks, n.d., https://wikileaks.org/ciav7p1/cms/
page_21725204.html.

100Juan Andres Guerrero-Saade, “King of the Hill: Nation-State Counterintelligence for Victim Deconfliction”
(presented at Virus Bulletin Conference, London, 2–4 October 2019), https://www.virusbulletin.com/uploads/
pdf/magazine/2019/VB2019-Guerrero-Saade.pdf.

101Guerrero-Saade, “King of the Hill,” 11; A potential exception concerns kernel implants. A kernel is a computer
program that connects the application software to the hardware of a computer. It is resident in memory and
has complete system control. Poorly constructed kernel implants often crash when ran together.

102Attackers also tend to monitor for the presence of other threat actors to ensure they are the sole inhabitants
in a given target system or to collect intelligence in case other actors are on the system. Juan Andres
Guerrero-Saade and Costin Raiu, “Walking in Your Enemy’s Shadow: When Fourth-Party Collection Becomes
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Sharing espionage platforms for a relevant region or sector of interest is a
way to coordinate movements and overcome this potential hazard.
Third, states can potentially piggyback on the intelligence gathered from

sold surveillance equipment—either if they offer this directly or through a
private entity. The Israeli-based company NSO Group has sold surveillance
tools to various countries and operators.103 The Citizen Lab at the
University of Toronto scanned the internet between 2016 and 2018 for
servers associated with NSO Group’s Pegasus, a government-exclusive
“lawful intercept” spyware product, and found 1,091 IP addresses that
matched Pegasus’s fingerprint and 1,014 domain names that pointed to
it.104 The lab subsequently clustered these matches into thirty-five distinct
Pegasus systems, each run by a separate operator. Citizen Lab identified a
total of forty-five countries where Pegasus operators may be conducting
surveillance operations.105 Messaging app WhatsApp filed a lawsuit against
NSO Group alleging the company was behind a series of attacks claimed to
violate US law. NSO Group said in the filing that WhatsApp had
“conflated” the company’s actions with the actions of NSO’s “sovereign
customers.”106 Furthermore, as the Guardian reported, the company high-
lighted the role it claimed the Israeli government played in its review of
NSO Group’s business. According to the company, “The Israeli ministry of
defence … could have access to information about NSO Group’s custom-
ers and their intended use of Pegasus technology.”107 The last statement
suggests there is a “SIGINT [signals intelligence] quid pro quo for export
licenses,” as Ronald Deibert calls it.108 The sales of spyware through NSO

102 Attribution Hell” (presented at Virus Bulletin Conference, Madrid, 4–6 October 2017), https://media.
kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07170728/Guerrero-Saade-Raiu-VB2017.pdf.

103NSO Group is reportedly owned by American venture capital firm Francisco Partners Management. Bill
Marczak and John Scott-Railton, “The Million Dollar Dissident: NSO Group’s iPhone Zero-Days Used against a
UAE Human Rights Defender,” Citizen Lab Research Report 78 (August 2016): 1–32, https://citizenlab.ca/2016/
08/million-dollar-dissident-iphone-zero-day-nso-group-uae/.

104Bill Marczak, John Scott-Railton, Sarah McKune, Bahr Abdul Razzak, and Ron Deibert, “Hide and Seek: Tracking
NSO Group’s Pegasus Spyware to Operations in 45 Countries,” Citizen Lab Research Report 113 (September
2018): 1–39, https://citizenlab.ca/2018/09/hide-and-seek-tracking-nso-groups-pegasus-spyware-to-operations-
in-45-countries/. For an overview of how Pegasus works, see Citizen Lab, “NSO Group / Q Cyber Technologies:
Over One Hundred New Abuse Cases,” Citizen Lab, 29 October 2019, https://citizenlab.ca/2019/10/nso-q-cyber-
technologies-100-new-abuse-cases/.

105The report further notes that “at least six countries with significant Pegasus operations have previously been
linked to abusive use of spyware to target civil society, including Bahrain, Kazakhstan, Mexico, Morocco, Saudi
Arabia, and the United Arab Emirates.” Marczak et al. “Hide and Seek.”

106Stephanie Kirchgaessner, “NSO Group Points Finger at State Clients in WhatsApp Spying Case,” Guardian, 7
April 2020, https://www.theguardian.com/world/2020/apr/07/nso-group-points-finger-at-state-clients-in-
whatsapp-spying-case.

107Kirchgaessner, “NSO Group Points Finger at State Clients in WhatsApp Spying Case.”
108Having said that, as Joseph Cox also points out, the Israeli Ministry of Defense is expected to have

information about NSO’s customer to approve or deny its export license. Cox (@josephfcox), “Agencies need
to know…” Twitter, 7 April 2020, https://web.archive.org/web/20200407191008if_/https:/twitter.com/
RonDeibert/status/1247601696949317636; Ronald Deibert (@RonDeibert), “‘The Israeli ministry of defence’… ”
Twitter, 7 April 2020, https://twitter.com/RonDeibert/status/1247582784195084288.
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Group ultimately also benefits the Israeli government in its intelligence-
gathering endeavors.

Cyber Arms Transfer and the Role of Attribution

The previous section explained that the motivations and opportunities to
transfer offensive cyber capabilities differ compared to conventional arms
transfer: the relationship between security and autonomy breaks down, in
large part due to exploits and tools’ transitory nature. This section explains
that the attribution dynamics of cyber activities add another layer of com-
plexity when it comes to cyber arms transfer: reducing the incentives in
some situations, and increasing the incentives in others.
Much work has been published on the technical and political nature of

attribution of cyber operations.109 Herbert Lin notes that there are at least
three meanings of attribution: (1) attributing malicious cyber activity to a
machine (or machines); (2) attributing malicious cyber activity to a specific
perpetrator; and (3) attributing malicious cyber activity to the ultimately
responsible adversary.110 Attacker and defender practices can greatly affect
attribution dynamics at all three levels. Attackers can go to great lengths to
operate with high degrees of anonymity and with plausible deniability. An
interesting example is the Inception framework Blue Coat Lab uncov-
ered.111 Researchers indicate that Inception concerned a complex, sophisti-
cated framework, able to perform targeted attacks.112 Yet they were unable
to provide attribution with any degree of accuracy given the high number
of “red herrings” left by the attackers.113 Blue Coat Lab’s report lists a
number of possible attribution features, as shown in Table 2. Each feature

109Thomas Rid and Ben Buchanan, “Attributing Cyber Attacks,” Journal of Strategic Studies 38, no. 1–2 (2015):
4–37; David D. Clark and Susan Landau, “Untangling Attribution,” in National Research Council, Proceedings of
a Workshop on Deterring Cyberattacks: Informing Strategies and Developing Options for U.S. Policy (Washington,
DC: National Academies Press, 2010), 25–40; W. Earl Boebert, “A Survey of Challenges in Attribution,” in
National Research Council, Proceedings of a Workshop on Deterring Cyberattacks, 41–52; William A. Owens,
Kenneth W. Dam, and Herbert S. Lin, eds., Technology, Policy, Law, and Ethics regarding U.S. Acquisition and
Use of Cyberattack Capabilities (Washington, DC: National Academies Press, 2009), S-1, sec. 1.4 and 2.1; Florian
J. Egloff and Max Smeets, “Publicly Attributing Cyber Attacks: A Framework,” Journal of Strategic Studies (10
March 2021): 1–32, https://doi.org/10.1080/01402390.2021.1895117.

110Herbert Lin, “Attribution of Malicious Cyber Incidents: From Soup to Nuts,” Journal of International Affairs 70,
no. 1 (Winter 2016): 75–137.

111An alternative example would be the Duqu 2.0 malware, widely believed to be developed by Israeli
Intelligence Corps Unit 8200. For a discussion, see Bartholomew and Guerrero-Saade, “Wave Your False Flags.”

112Inception was used as an espionage platform (not known to have a disruptive or destructive intent). Snorre
Fagerland and Waylon Grange, “The Inception Framework: Cloud-Hosted APT,” Blue Coat Systems, (2015),
https://doczz.net/doc/1514091/the-inception-framework–cloud-hosted-apt; Snorre Fagerland and Waylon
Grange, “Blue Coat Exposes ‘The Inception Framework’; Very Sophisticated, Layered Malware Attack Targeted
at Military, Diplomats, and Business Execs,” Symantec, 9 December 2014, https://web.archive.org/web/
20160710180729/https://www.bluecoat.com/security-blog/2014-12-09/blue-coat-exposes-%E2%80%9C-
inception-framework%E2%80%9D-very-sophisticated-layered-malware.

113As the report concludes: “The attribution indicators point in different directions and can’t be given much
weight. These attacks can in theory be the creation of nation states or resourceful private entities—we
consider it very unlikely that they are performed by one or just a few individuals.” Fagerland and Grange,
“Inception Framework,” 28.
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points to a different threat actor and was likely intentionally implanted by
the developers to muddy attribution efforts. For example, Blue Coat writes
that Inception dropped a Chinese APT implant, as listed in Table 2. Yet
the use of this tool “breaks the strict, obfuscatory operational security built
into the Inception framework. Inception has the capacity to perform all
steps needed for scouting out and exfiltrating data without resorting to
traditional hosted command & control. By using a well-understood APT
tool and a known malicious C&C domain name, the attackers permit much
clearer attribution.”114

Evidence suggests that states are involved in false flag activities on a
structural basis. A division of the CIA, the Remote Development Branch’s
UMBRAGE Group, catalogued other hackers’ techniques so it can leave
behind the “fingerprints” of other hacking groups when breaking into elec-
tronic devices and systems.115 Between late 2014 and mid-2015, a seemingly
new pro-ISIS hacktivist group known as CyberCaliphate seized control of
several social media accounts, including the Twitter and YouTube accounts
of the US Central Command and the Twitter account of Newsweek.116 It
also managed to use the text alert system of WBOC Maryland, sending
propaganda text messages to subscribers, and seize control of TV5Monde’s
social media accounts and block broadcasts for eleven stations.117 Yet
research pointed to Russian military intelligence agency (GRU) Unit 26165,
also known as Fancy Bear or SoFacy, as the real culprit.118

Another unit of the GRU, Unit 74455 (also known as Sandworm), tried
a similar false flag operation during the 2018 Winter Olympics in
Pyeongchang, South Korea. Journalist Andy Greenberg called it “the most

114Fagerland and Grange, “Inception Framework.”
115Aamer Madhani, Brad Heath, and John Kelly, “Wikileaks: CIA Hacking Group ‘UMBRAGE’ Stockpiled Techniques

from Other Hackers,” USA Today, 7 March 2017, https://eu.usatoday.com/story/news/2017/03/07/wikileaks-cia-
hacking-group-umbrage-stockpiled-techniques-other-hackers/98867462/; According to Kim Zetter, however,
this reuse of code was primarily done to save time and not to impersonate foreign hackers. Zetter, “Wikileaks
Files Show the CIA Repurposing Hacking Code to Save Time, Not to Frame Russia,” Intercept, 8 March 2017,
https://theintercept.com/2017/03/08/wikileaks-files-show-the-cia-repurposing-foreign-hacking-code-to-save-
time-not-to-frame-russia/.

116The first known activity of CyberCaliphate was against the Albuquerque Journal’s mobile application. Patrick
Malone, “Hoax or Cyberattack? ABQ Journal’s Mobile App Hacked,” Sante Fe New Mexican, 24 December 2014,
https://www.santafenewmexican.com/news/local_news/hoax-or-cyberattack-abq-journal-s-mobile-app-hacked/
article_32f895fa-79e4-5b13-9f6e-a43a4d2bc8da.html. On US Central Command, see: Brian Fung and Andrea
Peterson, “The Centcom ‘Hack’ That Wasn’t,” Washington Post, 12 January 2015, https://www.washingtonpost.
com/news/the-switch/wp/2015/01/12/the-centcom-hack-that-wasnt/; Polly Mosendz, “Newsweek Twitter
Account Hacked by Group Claiming ISIS Affiliation,” Newsweek, 10 February 2015, https://www.newsweek.
com/newsweek-twitter-account-hacked-isis-affiliated-group-305897.

117Ian Duncan, “Islamic State Fan Claims Salisbury TV Station Twitter Account Hack,” Baltimore Sun, 6 January
2015, https://www.baltimoresun.com/maryland/eastern-shore/bs-md-wboc-hack-20150106-story.html; Gorden
Corera, “How France’s TV5 Was Almost Destroyed by ‘Russian Hackers,’” BBC News, 10 October 2016, https://
www.bbc.com/news/technology-37590375.

118Mathew J. Schwartz, “French Officials Detail ‘Fancy Bear’ Hack of TV5Monde,” Bank Info Security, 12 June
2017, https://www.bankinfosecurity.com/french-officials-detail-fancy-bear-hack-tv5monde-a-9983.
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deceptive attack in history.”119 Just as the opening ceremony was about to
start, a cyberattack crippled the servers the organizing committee relied on—
temporary knocking offline the Winter Olympics’ Wi-Fi networks, official
website, and apps. McAfee and several other commercial threat intelligence
firms’ initial “working theory” was that North Korea was behind the attack
based on the use of malware components associated with the Lazarus
Group.120 Yet a number of inconsistencies in the attackers’ tactics led to fur-
ther investigations into the operation by threat intelligence researchers, such
as Igor Soumenkov at Kaspersky Lab and Michael Matonis at FireEye, which
revealed the operation had been forged to look as if the Lazarus Group was
responsible.121 Two anonymous US intelligence officials told the Washington
Post that the GRU’s Unit 74455 conducted the cyberattacks.
These attribution dynamics may further complicate the incentives for cyber

technology transfer between states.122 If a state decides to share part of its con-
trol infrastructure (such as C&C infrastructure), samples of malicious code,
and/or provides insights into its modus operandi, it may increase the likelihood
for misattribution following use by another state.123 This aspect thus further
reduces the incentives to share (customized) tools or control infrastructure.
However, there are also potential advantages. Similarity in tactics, techni-

ques, and procedures of operational activity across allied states may make
it more difficult for the victim state to know who is responsible for the

Table 2. Overview of “red herrings” part of Inception framework.
Threat actor Potential “red herrings”

Spain Used a WebDAV to share access from a Spanish-speaking attacker.
China Inception drops a well-known Chinese APT implant that downloads a remote shell

program designed to connect to a C&C domain used by multiple other malware
families, of which some share well-known connections to the Quarian
malware family.

Russia Inception has overlap to Russia’s “Red October” based on target countries, topics of
some decoy documents, overall loading structure, and similarities in
exploited documents.

Various The upload of new components takes place over two highly active periods
(6:00–10:00 UTC and 17:00–21:00 UTC). These are likely set randomly.

India/Iran/UK The mobile Android malware includes Hindi comments in the Java source code. In
one of the Blackberry binaries, the researchers found “God_Save_The_Queen,” a
rather obvious hint toward the United Kingdom, as well as Farsi log strings.

119Andy Greenberg, “The Untold Story of the 2018 Olympics Cyberattack, the Most Deceptive Hack in History,”
Wired, 17 October 2019, https://www.wired.com/story/untold-story-2018-olympics-destroyer-cyberattack/.

120Andy Greenberg, “Hackers Have Already Targeted the Winter Olympics—and May Not Be Done,” Wired, 1
February 2018, https://www.wired.com/story/pyeongchang-winter-olympics-cyberattacks/.

121Greenberg, “Untold Story of the 2018 Olympics Cyberattack.”
122On the “discrimination problem” in the nuclear domain—with the United States and the United Kingdom

sharing a common pool of missiles—see Austin Long, “Discrimination Details Matter: Clarifying an Argument
about Low-Yield Nuclear Warheads,” War on the Rocks, 16 February 2018, https://warontherocks.com/2018/02/
discrimination-details-matter-clarifying-argument-low-yield-nuclear-warheads/.

123See also Vince Stross and Jake Williams, “How Attackers Confuse Investigators with Cyber False Flag Attacks,”
Blackhat Webinar Summary, 7 July 2020, https://i.blackhat.com/executive-interviews/us-20/black-hat-webcast-
summary_how-attackers-confuse-investigators-with-cyber-false-flag-attacks_extrahop.pdf.
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attack. Was the attack conducted by Actor A, Actor B, Actor C, or a coali-
tion of these actors? This aspect may increase the complexity—and poten-
tial costs—of the victim state deciding on a response. Generally, this can be
considered as another disincentive to share offensive cyber capability tech-
nology. Yet there are possible advantages: other actors would find it more
difficult to disentangle which state (part of the coalition) is responsible for
attack, increasing the difficulty of deciding on a response.124

The Limits of Cyber Arms Transfer and Its Implications

This article analyzed the motivations and opportunities for cyber arms
transfer. According to David Kinsella, “Arms transfers are multifaceted
phenomena. They represent, obviously, the shipment of military capability
from one state to another.”125 Yet, as the discussion of the PETIO frame-
work in this article revealed, it is not obvious what that means for a state’s
ability to acquire an offensive cyber capability. The transfer of cyber cap-
ability can refer to several different elements. It can refer to the sales of
exploits or tools. But it can also refer to the teaching of tactics, techniques
and procedures, the relocation of personnel, or the sharing of knowledge of
relevant organizational procedures. This article explained that the incentives
differ across these elements of offensive cyber capabilities.
There is a countervailing tension for sharing tools and exploits. The

opportunity for transferring tools and exploits is much higher, as they can
be effortlessly replicated and shared. Yet their transitory nature and poten-
tial for operational tracking changes the actors’ willingness and turns these
assets into what economists call “rivalrous goods.” Only in a narrow set of
conditions do states have an incentive to transfer these capabilities.
If any incentives exist for state-to-state transfer, it would be in facilitating

other state actors to develop indigenous offensive capabilities—that is, by
providing knowledge/expertise to find exploits and develop tools, and cap-
acity to innovate—as this does not reduce the effectiveness of one’s own
arsenal. This, for example, includes the sales of “cyber ranges” and the pro-
vision of combined training courses. Yet an advanced cyber power would
only consider this type of transfer with other states that the state has his-
torically strong ties to and can trust that these capabilities will not be used
against them. I argued that this also explains the inherent limits of NATO
(-affiliated) programs to integrate allies’ cyber efforts: the recently estab-
lished CYOC can only focus on integrating “effects.” States are not keen to
share their general modus operandi.

124Another illustrative case would be Regin, previously discussed in relation to the deconfliction imperative.
125Kinsella, “Arms Transfer Dependence and Foreign Policy Conflict.”
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Second, I explained that the described countervailing tension is not as
strong for espionage tools for three reasons. First, espionage operations are
less likely to be discovered—extending the “shelf life” of exploits and tools.
Second, close intelligence alliances also have a strong deconfliction impera-
tive to avoid target overlap. Third, states can potentially piggyback on the
intelligence gathered from sold surveillance equipment.
This helps explain the close cooperation among the members of the Five

Eyes alliance. It may also reveal an opportunity for other states. Bart Jacobs
recently revealed the existence of a secret European five-partner intelligence
alliance, “Maximator,” which started in the late 1970s.126 As this article
suggests, the benefits of deepening this cooperation between the participat-
ing countries in the coming years—going beyond signals analysis and cryp-
toanalysis, and including some shared exploit and tool development with
more target coordination—might outweigh the risks.127

Third, much of the work on cyber arms control has drawn analogies
with conventional capabilities and sought to limit the spread of “cyber
weapons” as if they are ready-made material goods.128 Yet, if one seeks to
control the destabilizing effects of offensive cyber capability transfer, this
article suggests that the focus should be on the diffusion of people and
skills (the first element of the PETIO framework). For example, a cyber
command could restrict employees from moving to certain private-sector
jobs for a given period when they leave government employment. This
means that instead of looking for international solutions, governments may
be better off starting closer to home: national measures and a review of
how skills acquired by people at their own agencies potentially diffuse.129

Based on the findings of this research, a scenario worth considering is
when two or more states decide to pool their exploits—rather than one
state selling or gifting an exploit to another state. In this case, there are still
the problems of transitoriness, but there could be targeting benefits. The
NSA Tailored Access Operations unit is known to have developed an
“exploit orchestrator” known as FoxAcid.130 FoxAcid is a modular espion-
age system that can be used for many types of operational activity.
FoxAcid’s flexible setup means the NSA can swap and replace exploits if

126The five participating countries include Denmark, France, Germany, Sweden, and the Netherlands. Bart Jacobs,
“Maximator: European Signals Intelligence Cooperation, from a Dutch Perspective,” Intelligence and National
Security 35, no. 5 (2020): 659–68.

127This assumes that such deepening is not already happening behind closed doors.
128See, for example, Kenneth Geers, “Cyber Weapons Convention,” Computer Law & Security Review 26, no. 5

(September 2010): 547–51.
129For a potential case study, see Christopher Bing and Joel Schectman, “Inside the UAE’s Secret Hacking Team

of American Mercenaries: Ex-NSA Operatives Reveal How They Helped Spy on Targets for the Arab
Monarchy—Dissidents, Rival Leaders and Journalists,” Reuters, 30 January 2019, https://www.reuters.com/
investigates/special-report/usa-spying-raven/.

130Bruce Schneier, “Attacking Tor: How the NSA Targets Users’ Online Anonymity,” Guardian, 4 October 2013,
https://www.theguardian.com/world/2013/oct/04/tor-attacks-nsa-users-online-anonymity.
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they are discovered, and only run certain exploits against certain types of
targets to enhance effectiveness and reduce the chance of detection. If a
common library of exploits is created between cyber commands and agen-
cies, it increases the granularity of exploit selection and thus increases suc-
cessful target infection.
One worthwhile area for future research concerns more ephemeral forms

of transfer, not part of any formal training programs. The technical staff of
some cyber commands attend large hacking conferences such as DEF CON
in Las Vegas, which boasts more than 20,000 attendees, or smaller ones
such as OffensiveCon in Berlin or Infiltrate Security Conference from
Immunity, with about 200–300 attendees. These events bring together a
community of researchers and hackers for talks and trainings on topics
such as the latest advanced exploitation techniques, reverse engineering,
and vulnerability discovery. This type of knowledge transfer about how to
carry out cyber effect operations can also take place on a smaller scale. On
a casual Thursday evening after work, a government hacker might meet
friends or former colleagues who now work in other fields of software
security in a bar, and, for example, discuss novel solutions for detecting the
zero-day vulnerabilities in source code during a game of Trivial Pursuit.
These types of transfer are harder to research and document, but still
deserve academic attention.131
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